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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

MNEPEJIIK CKOPOYEHb
IE Internet Explorer
ELIT EnextponHmii iudpoBuii nianuc
K31 Kpunrorpadiuamii 3axuct iHbopmarii
OoC Onepariiiina cucrema
ITK [lepconanbHM1 KOMI' FOTEP
113 IIporpamue 3abe3neueHHs
Kpunronposaiinep | Ilporpamuuii Bupi6 xpunrorpadidaoro 3axucry iHpopmanii “Kpunrorpadpiuauii
cepaic-tiposaiiaep “I{CK-CSP”
30 IenTpanbHuil 3acBiIYyBaIbHUN OpraH
LICK AxpenutoBaHuii 1eHTp cepTudikamii kmouiB  JlepkaBHOTO MIANPHEMCTBA

“VkpalHChKi CHieIiaJIbHI CUCTEMH

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPYKIIIA 3 HAJTAIUTYBAHHS CUCTEMH, TEHEPALIIT KJTFOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIJIKPUTUX KJIFOYIB. BEPCIS 1

BCTYII

JlaHuii JTOKYMEHT MIiCTHUTBH OIKC IMOCIIZOBHOCTI Aif KOpHCTyBaya/3asBHHKA 10 HaJaIITyBaHHIO
MEPCOHAJIBHOTO KOMIT IOTepa 3 METOK TOJAlbIIOro BUKOpUCTaHHs/Hakmamanus  ELIl, a Takox
MIOCITIIOBHICTh I 3 TeHepallli KitodiB Ta GopMyBaHHS cepTH(IKATIB BIAKPUTHUX KIIOYIB HA BIACHOMY
po6oYOMY MiCIIi.

MIHIMAJIBHI TEXHIYHI BUMOI'M 10 CUCTEMUA

Pentium 400 MHz, 128 MB RAM, 4000 MB hard disk spainternet.

CYMICHICTH 3 OINEPAIIIMHAMHU CUCTEMAMM

32-6itai OC: Windows 2003/2008/XP/¥ nassaum Internet Explorer Ga Burie (rapantoBaHo)
64-6itai OC: Windows 2008/ nassuum Internet Explorer Ga Buiie (rapaHToBaHO)

HAJIAIITYBAHHSA ONEPAIIMHOI CHCTEMH
3 MeTOI0 YCHIIIHOTO HAaJaIlTyBaHHS IEPCOHAIBHOTO KOMII I0Tepa Ta MOAaibInoi poldoTu 3

ceprudikatamu ELIIT ta K31 (mami — Ceprudikatu) HeoOXigHO:

1. BcTraHOBUTH KpHUNTONpOBaiiAep g poOOTH 3 KIOYaMHM Ta CepTH(IKaTaMU BIAKPUTHX
KJIFOYiB 32 BITYM3HSIHUMHU KPUNTOTPAPIYHIMHI aJITOPUTMAMH.

2. BcranoButH KopeHeBuil ceptudikar lleHTpaibHOTO 3acBiquyBalbHOrO Oprany (mam —
I130) ta AkpeaWToBaHOro MEHTPY ceprudikamii Kiaro4diB Jlep:KaBHOrO IMiAMPHEMCTBA
«YkpaiHchbki crierianibHi cuctemu» (nani — [{CK).

Hanamrysatu 6paysep IE.

[lepeBipuTH TOTOBHICTH CHCTEMHU.

BcraHoB/ieHHsI KpUIITONIPOBaiigepa

Ipumirka: /[ BCTaHOBICHHS KpUNITONPOBaiiiepa HeOOXiJHI MpaBa aAMiHICTPAaTOpa CUCTEMH.

3aBaHTaXTe TpOrpaMHEe 3a0e3MEUeHHs KPUOTONpOBaiiiepa 3a MNPsIMEM  TTOCHJIAHHSM:
http://acsk.uss.gov.ua/download/CSP/CSP4Win7/Ce#SeyptoPack4Win7.exe a6o 31  CTOpiHKH
http://acsk.uss.gov.ua/software.htmn 3anycrite incransauiiaumii paitn «CesarisCryptoPack4Win7.exe».
3BEpHITH yBary Ha Te, MO y pa3i BUHUKHEHHS BikHa «lIpemaynpexaeHue CHUCTEMBbl O0€30MacHOCTH
HEOOX1THO HATUCHYTH KHOTIKY <«3aImyCTHTh».

Ipumitka: B 3amexHocTi Bil HamamTyBaHHS Bamoi omeparfiiiHoi cucTeMu BIKHO
«[IpegynpexaeHue CHCTEMbI 0€30TIACHOCTH» MOYKE HE 3’ IBJISATHUCS.

- -
OTxpaiTh aiin - NpEAyNPEXAEHWE CHCTEMBI BE30NMECHOTTI =%

He . B xXoTaTe
SAMYCTMTE 3TY Nporpammy 7

Wma:  DiInternet\CesarisCryptoPackdWin7 [2).exe

-, |I
B . "
- | Wsparens!  Hewssecrustin W3garens

Tun:  MpuaoxeHne

Ws:  D:Internet\CesarisCryptoPackdWin7 (2).exe

JanycvTe

V| Boerfa cNpawMBaTs NpY OTKPSTAM 3Toro Daling

= ¥ atoro daina oTCyTCTEBYET ACMYCTIMER LMPDOSER NOAMHCE,
|@| NOATEEpXOSILER ero MsaaTend. CnenyeT sanyckaTs TonbKo
‘M nporpammbl, NoNMyYeHHbIE 0T NOBEPREMOrD U3OATENA. Kak
ONpEfsniTE, KaKYI0 NDOrDEMMY MOXHD SEMYCKETS?

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

Jloyekaiitecs: 3aBEpIICHHS IMiTOTOBKU 10 THCTAJISIII/BCTAHOBICHHS MPOrPAMHOTO 3a0€3MCUCHHS
Ta HaTHUCHITHh KHOTIKY «Jlanee ».

Bac npusercreyet nporpamma InstallShield
Wizard pna CESARIS Cryptographic Service
Provider

Mparpardra InstalShield(R ) Wizard yoranosur CESARIS

Cryptographic Service Provider Ha kornetorep. Ona
MPOLONKEHMA HAKMUTE KHONKY ' Janes’.

-
CESARIS Cryptographic Service Provider - InstallShield Wizard

EEINONHANLEND YCTaHoEKY Nporparel CESARIS

7y Waer nogroroeka k sanycky mactepa InstallShield YWizard,
S . *
Cryptographic Service Provider, Aaure.

OOepiTh BUJ BCTAaHOBJECHHS MPOrpaMHOro 3ades3neyeHHs «CTaHAApTHAS» Ta HATUCHITH KHOIKY
«Jlanee», a y HACTYITHOMY BiKHI, SIK€ 3’ SIBUJIOCS, HATUCHITH KHOTIKY «Y CTAHOBHUTH.

Ipumitka: Bu MaeTre MOXIMBICTE 00paTH KaTajor sl BCTaHOBICHHS IPOTPaMHU IUISIXOM
HATUCKaHHS Ha KHONKY «0030p», aic peKOMEeH/I0BAHO BUKOPUCTOBYBATH KaTaJOl 32 3aMOBUYYBaHHSIM
(oOpaHMii caMOCTIHHO POrPaMHUM 3a0€3IICYCHHSIM).

By ycraHoBEM lNoToBa K YCTAHOBKE NPOrpakMbl

Bbifiepre HaWE0N2E NOLKOAALIMF BHI YCTAHOBKH. L Mporpatdva roTosa K HaYany YoTAHOBKM

Brifiepure i1, yoTaHOBKM HautmnTe kHoMkY Y CTaHOBMTE', YTOGE! HAYaTE YCTAHOBKY,
s Utaskl NPOCMOTPETE MW HEMBHATE NAPaMETPE YCT SHOBKH, HEKMUTE KHOMKY 'Hasan'
1@ CTaHoapTHag Hatrure kHonky '0rena’ ana ekWoga vz nporpame,

BYayT YoTAHOBNEHE! BOE KOMMOHEHTL! KPMITONPOBARAEPA C NOLAEDHKKDRA
PEANDEOrD KPSHHAHILA KAKYER.

() BeifiopamHaa

BhifigpiTe KOMNOHEHTE! KPMITONPOEAALEPA, KOTOPBIE HEOBKOAHMD
YOTAHOBHTE. PACCUHTaNa Ha OMBTHEIK NONb30EaTENEH

FoHedHaR nanka

T\ MAME Sofhwarc\CESARIS TSP

[ < Hazan ][ Danee > ] [ OrmeHa ] [ < Hasan [ Yeraroess | [ OTreHa

Cocroanue YCTAHOBKH

Mporparraa InztallShisld(R) Wizard seinonHaeT yoranoeky CESARIS Croptographic Service
Provider

Yeranoska Gudadoreri CAPICOM...

OTiieHa

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

[TpubepiTe mpanopenpb «co3aath (ailIoBbIil HOCHTENb» Ta HATUCHITH KHONIKY <«I 0TOBO».

Hactpofka HocuTena

B aru ycT aHOBNEHE NOAAERHKS PAHN0E0ND HOCHTENA
kmodei. [ ganeHefwed patoTe! © HWMM HEOGR0AMMO;

Dicos.ua’rb PAHNOBEIA HOCHTENE

Brifiepure HeodoaMMble AERCTEMA.

OTreHa

V BikHi «Koniryparnis HE3APIC», HaTUCHITH HA IKOHKY s BUOOPY MICIISl PO3TAlTyBaHHS

(halsIOBOTO TOKEHY.

% aiin0EUiA HOCIH | Pofiora 2 kaiouata | Mpotokon posoTu i |HopMaLIA

K.aTanor cxosMwa katoHis

[ e
11 ﬁ - KINBRICTE CNOTIS

¢ Ok x Euxin | M pUEHATH J

b -

PexomengoBano crBoputu karanor SIGN ma mokampHOMy aucky D:\ Ta oOparm meii karamor

yepe3 iIKOHKY (IMpuxman: D:\SIGN). Inst kopucTyBa4iB «TOHKHX KJIIEHTIB» Ta KOPUCTYBAYiB, y SIKHX
BiACyTHi# nmokameHui quck D:\, manky SIGN pexomMeHI0BaHO CTBOPUTH B mamili «MOHU JTOKYMEHTBI»
(Hanpuknan: C:\Users\lvanov\SIGN).

IlpumiTka: Ha3Bu Ta nuigxu 10 Marnok peKOMEH/O0BaHi, ajie Bu MoxeTe caMOCTIHHO o0patu
ManKy Ta X Ha3BH, 3py4Hi 1 Bac Ta Bamoi iHhpacTpyKTypH.

i = —
Select Directory m

Directony Hame:
{DASIGN

Directories: Eiles: [#.%]

Dirives:

(=40 =l

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

Heo0OxigHo HATHCHYTH KHONKY <« [puiHATH» Ta KHONKY «OK>».

P AHN0EMIA HOCIA | Fofiotra = Knmamu’ MpoTakon poGoT l IHCDopmaLiiﬂ!

K.aTanor croBuWa KAKYIE
[:siGH =
!1 ﬂ - KINBKICTE CAOTIE

I o 0K ] X Bun | T pMGHAT

——

[Tporpamue 3abe3neueHHs] KpUNITOIPOBaiiiepa yCIIIIHO BCTaHOBIEHO. HaTucHiTh «d 0TOBO».

Mporpamma InstallShield Wizard zasepwena

Mporpatara InstallShield \Wizard yonewHo yeraHoeuna
CESARIS Cruptographic Service Provider. Hamrume kHonky
ToToBo' 407 BBIX01A M3 NPOrPaMbl.

OTmeHa

Hani npoiiaite mo maHimioxkky <«Ilyck» — «Bce mporpammer» — «AMB Software» —
«Kpunronposaiinep» — «Co31arh GpailioBbIii TOKEH».

) AMB Software
i@ Menemxep PKCS211
| Kpwuntonposaiigep
% Kondurypauna
) Cmena napons

[8" Cosgate dalinoseii Tokew
Xpannnnwe

1 Hazag

| Haidmu npozpamae U ghatiab

VY BikHi «CTBOpEHHS KJIIOUOBOTO (aiiny» BBeAITh OaxkaHe iM s st (paiiimoBoro TokeHy (baskaHo
JIATUHUIICIO) Ta HATUCHITH KHOMKY «C0371aTh»

Ipumitka: [Tramka «3aMiHUTH TAPOJIH 0/Ipa3y» MOBUHHA OyTH 000B’ I3KOBO BCTAHOBJICHA.

Creopenna knrouosoro dainy ﬂ

Habirerysants [miTka Hocia, He Ginswe 32 cumennie]

i|BaHDB |BaH leaHoEmMY 20

I Buyne cteopeHui knodeswi dain TORENT.DAT = naponem
"1 2345678", AKMI NOBMHEH BYT B NOAANBLIOMY SatHEHMEA
Ha B aw naponke.

¥ zamiHuTi napank oapasy

\/ Creopumi | x Blamoea |

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

V BikHiI «BBeaite HoBUM PIN» BBeniTh Ta MiATBEPIITh Mapob, SKUM Bu Oynere KopucTyBaTHCh
IPHY HAKJIaJaHHI €JIEKTPOHHOTO IH(PPOBOr0 MiANKCY (IOBKHHA MApoJII0 MOBHHEH OyTH HE MeHIne 8

CHMBOJIIB 1 MapoJib HE TOBUHEH MICTUTH MTOBTOPH JIBOX 1 O1JIbIIIE CHMBOJIB MiJPs) Ta HATUCHYTH KHOIIKY
«OK».

IIpumirka: ¥V pasi, sxmo BBeaeHU Bamu maponb He BiANOBiAae BUMoOram O€3MeKH, MporpaMa
BHacTh Bam BiamoBigHe moBigomiieHHs, 1 Bam HeoOxigHO Oyzme BBECTH OUIBIN CKIATHUN MApOJb, SKHMA
Oyze BIAMOBIIaTH BUMOTaM O€3MeKH 1010 apOJIiB.

Beegite Hoswit PIN

Mapone |

MNosTopHo |

Cancel

.

Y pa3i ycCHIIIHOTO BBENEHHS TMAapoJs, SKWH BIAMOBIIA€ BUMOTaM O€3MEKH 3’ SIBUTHCS
MTOBIIOMJICHHS TIPO YCITIIIHE CTBOPEHHS (paitiioBoro TokeHy, Bam HeoOXimHO HaTUCHYTH KHONIKY «OK>».

3aEepleHHa &J

'0‘ Kr it paitn creopennii 3 Bawnm nap

L

Ipumitka: Ilapoas, skuii OyB BBeleHuddk Bamm y mnomaasmomy, Oyae Bamm
BHKOPHCTOBYBATHCH B IpoLeci HaK/JIaJaHHA Bamoro BjacHOro eJleKTpoHHOro nuugposoro mignucy
(migmucaHHA eJeKTPOHHHMX JOKYMEHTIB), SIKMil y BiamoBimHocTi 10 3aKoHOZaBCTBa YKpaiHu
NPHUPIBHIOETHCSE A0 Bamoro BiaacHopy4yHoro mignmcy. Y 3B'SI3KY 3 BHKJAQJAeHUM BHIIE,
3acTepiraeMo He PpO3roJioMIyBaTHM Ta He IMepelaBaTH MNapoJb TpPeTiM 0codaM, a TaKoX
PeKoMeHAYEMO He 3a0yBaTH neil mapoJib. 3BepraeMo Bamy yBary Ha Te, 0 mapoab, sikuii Bu
BBeJIM, HeBIIOMUI ciBPOoOiTHUKAM J[ep:KaBHOTI0 MiANPUEMCTBA <Y KPAIHChKI cieniajabHi cHCTEeMM»
Ta y pasi, axkmo Bamm Oyxe ioro BTpadeHO, CNPHUATH #HOro BiIHOBJIEHHIO CHiIBPOOITHMKH
JepxaBHOro mMiANPpUEMCTBA <Y KPAIHCHKI clieliajibHi CMCTEeMU» He MAKOTh MOKJIUBOCTI.

BcranoBieHHs1 kopeHeBuX cepTudikaris

Bcranosienns kopeHesoro ceprudikary LICK

3aBaHTaXTe KOPEHEBUIl cepTudikat HCK 3a IPSIMUM MIOCUJIAHHSIM!
http://acsk.uss.gov.ua/download/rootcer/CESARISROSTUPB.zip abo 3i CTOPIHKH
http://acsk.uss.gov.ua/rootcertificate.htrfs  Tabmui «KOPEHEBI CEPU®IKATU I1ICK "VYCC-
LE3APUC" mig apyrum HOMepoM). PosmakyiiTe 3aBaHTa)kK€HH apXiB Ta 3amyCcTiTh  Qaiia
CESARISROOTDSTUPB.cer muiaxoM mOABIMHONO HATHCHEHHS JIBOI KHOIKKA MHIII a00 BUIIIEHHS
HOro 1 HaTUCHEHHS KHOMIKU «Enter».

3BepTaeMo Bamy yBary Ha Te, IO y pa3i BHHHMKHEHHS BikHa <«IpeaymnpexneHue CHCTEMBI
0€30macHOCTH» HEOOX1THO HATUCHYTH KHOMKY «OTKPBITH».

Ipumitka: B 3amexHocTi Bil HamamTyBaHHsS Bamoi omeparfiiiHoi cucTeMu BIKHO
«[IpeaynpexaeHue CHCTEMbI 0€30TTaCHOCTH» MOYKE HE 3’ IBJISATHUCS.

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

OTEpEITE Gain - NpesynpexAeHMe CHCTEME! BEZ0NACHOCTH @

OTKEpUTL aTOT Pain?

Mra: L ESARISROOTDSTUPE ziph CESARISROOTDSTUPE cer

ﬁ Mzpatent:  Hewspecrhbii W3jJarenb

Tun:  CepTHdWEaT he30NacHOCTH

Wz CoalserssadmimappDatatlocalhTempiTempl CEZA..,

OTEPETE ] [ Ormena

i 2o Painel vz MHTEpHETA MoryT GBMe NONESHBL, HOETOT THN $akfina
) @ MOMET NOBPELMTE KOMMLTER. EciM BBl He AoBEpAsTE
= WETOUHMEY, HE OTKPBIESHTE STOT $aiin. P akTope pHcks

3'sBUTHCS BIKHO cepTudikaTy Biakputoro kiroda L[CK, ne Bam

«Y CTaHOBHTH CEPTUPHUKAT.

CepTudgimkar @

Ofimne |Coc-ras | MyTh cepTM¢MKauMM|

I E CEEAeHWA O cepTHdMKaTe

HeaocTaTouHo nHdopMaLWi ANA NPOBEPKM 3TOro
ceprudukara.

Komy BblgaH: LK " ¥ CC-UESAPIC”

KeM BbIgaH: WigpaiHa, U30 [ Ukraine, Central A

AedcTeuTened ¢ 25, 02, 2011 no 24, 02, 2016

YETSHOBHTE CEPTHEMKAET. .. ] SEABNSHHE NOCTABWMKS

MoapotHes o

HEOOXITHO HATHUCHITh KHOIKY

Binkpuetncs BikHO «Mactep umMnopra cepTU(dUKATOB», HATUCHITh KHOTIKY «Jlanee ».

Macrep uMnopTta cepTMdPUKaTOE

3TOT MACTEP NOMOTEET KOMWPOBATE CEpTHDMKATE,
CMWCKM AOBEPHA W CMCKK OT36I83 CEpTHHMKATOB ©
NOKENEHOTD AWMCKE B XPaHWMWE cepTUdMKaToB,

CepTHMKET , BolAGHHENA LEHTPOM CEpTUHMKALIM
ABNASTCA NOLTEEHASHWEN BaLUER MMYHOCTH 1
COAEPHMT MHDOPMALYIO, HEoBX0AMMYKO ANA SaWMTH
AEHHEIX MMM YCTEHOBAEHUA SaLLWLULEHHBIX CETEBLIX
MOAKMOYEHHA, XPEHMNMLLE CEPTHDWMKETOB - 3T0
ofinacTe CUCTEMEI, NPEAHAZHEYERHEA ANA XPaHEHWA
CEPTUMKATOE,

JANA NPoAOIMKEHMA HEHMUTE KHonky "Oanee”,

l Lanee > J | OTMeHa

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

Y BiKHI, fK€ BIAKpHWIOCS, BiIMITbTe MYyHKT «lloMecTUTh Bce cepTH(UKATHI B CIEIYyOIIEe
XPAHWINIIE» U HATUCHITh KHONKY «O030p...».

r r
Mactep wmnopTa cepTugmkaroe &J

XpaHwamie CepTHhuKaTos
Xparmniwa cepTdKaTos - 3To oicTeMHeIe ofnacTi, B KoTopbix
NPEHATCA CEPTUIMKETHI,

Bifop ¥paHumiLa MoweT BbTe NnpousseaeH Windows aETOMETHYECKH, WK e
MOMHO YKE38Th PasMELLEHME CEPTUDMKETE BDY|HYIO.

(71 ABTOMETHYECKN BEIBPATE XPEHUMWILE HA OCHOBE THNa CEPTUMKETS

@ TlomecTiTs BCe cROTUAMKATEL S CReayioLIee XpaHINLE:

¥parunuwe cepTudKaTos:

QObsop...

MNoapobHee 0 XPEHANMWAEX CEDTHPUKETOE

| < Haszan ‘[ Oanee > Jl OTMeHa ‘

h = A

V BikHI «Bp100p xpanunumia ceptudurara» o0epits «IIpoMexyTOoUHbIE IEHTPBI cepTUDUKALUU»
IUSIXOM OJHOPA30BOT'0 HATHCHEHHS HA IbOMY ITYHKTi JIIBOKO KHOIKOKO) MHINI Ta HATHUCHITH KHOIIKY
«OK». BikHO «BbI100p XpaHWIUIIA CEPTUPHUKATA» 3aKPUETHCS.

r Y N
Brifop xpaHnaniua cepTudnKaTa ﬁ

BbIfEpTE XpaHMNMILE CEPTMGMKATOE.

e | Mayroe -
i | JloBepeHHEIE KOPHEELIE LEHTPE cepTid| =

_| JoBepeHHbIe M3AATENW

.
|_Canmahise 3T 1w KaTAnsIM HET 0 AREnd

4 il , b

o) Comes

L

V BikHI «MacTep UMIoOpTa CepTUPUKATOB» HATHCHITH KHOTIKY «J[aree ».

MacrEp MMNOPTa CEpTMgMKaTOR M

Kpanwnwmne cepTwhuraros
XPaHUNMLLE cepTHMKATOE - 3TO CHCTEMHbIE ohnacTk, B KoTopbix
NPEHATCH CEPTUDOMKETH,

Brifiop ¥paHumiLLE MoweT Berms npouseeaeH Windows aBTOMTHMEDKN, UMK e
MOHHO YKa3aTh PAIMELWLEHNE CEPTHOMKETA BRYHHYIO,

(| ABTOMATIUECkN BbIBDATE XDAHUNMILE HE OCHOBE TUNa cepThdwKaTa
(@) [IoMECTUTb BCe CEPTUDMKATEI B CNEA VIOWEE XPEHUALLE
XPaHUMMWE CEpTHDMKETOS:

TMPOMENK YTOUHEIE LIEHT Pl CEpTHOMKALIAM

MoppobHes 0 XDEHUIMWANK CEPTUDMKETOS

< Hasan ” lanee = | I OTmMeHa

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

V BikHI «Mactep UMHopTa cepTU(PUKATOB» HATUCHITH KHONKY « 0TOBO».

i :
Mactep umnopTa cepTudnkaTos. - ﬁ

3aBepuwieHNe MacTepa MMNopTa
ceptndmKaToB

CeptudmcaT BYAET MMIOPTMPOBEH NOCHE HAMATHS
KHOMKM ToToso™,

4 | Hl | 3

< Hazan |E loToso ] | OTmena |

e

VY BikHI «MacTep UMNOpTa CepTU(PUKATOB» HATUCHITH KHONKY «OK>», Tak0 HATUCHITH KHOIKY
«OK» y BikHI «CepTudurar».

MacTep vMnopTa cef

I:ﬂl MMnepT ycneluHo BeINoaHeH,

CepTuiukar @

OhWme |Coc-ra5 I MyTe cep'rmbmcauml

Ul a CEefeH n 0 cepTHduKkaTe

HeaocTaTouno vHGopMaLmWM ANA NPOBEPKY 3TOro
cepTudmKkaTa.

Komy BEblgaH: LLCK " wCC-LESAPTC”

KemM Bb1g aH: YikpaiHa, L3I0 [ Ukraine, Central CA

AedcTeuTened c 25, 02, 2011 mo 24, 02, 2016

Y¥ETAHOBHTE CEPTHEHKAT. .. ] S&AENEHHE NOCTABLMES

MoapofHes o

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

BcranosaenHs koperesoro ceprudikary 130

3aBaHTaXTe KOpPEHEBHI ceptudikaT 130 3a MIPSIMUAM MTOCHJTAHHSIM
http://acsk.uss.gov.ua/download/rootcer/CZOROQT.zip abo 31 CTOPIHKH
http://acsk.uss.gov.ua/rootcertificate.htrigs  Tabmuuni «KOPEHEBI CEPU®IKATH IICK "VCC-
LIE3APUC"» mig mnepmuM HoMepoM). Po3makyiiTe 3aBaHTakeHMW apXiB Ta 3amycTiTh (aiin
CZOROOT.cer mnuisgxomM MOOABIMHOIO HATUCHEHHS JIBOI KHOIIKM MHUINI a00 BHUHIOUIEHHS WOro 1
HaTHCHEHHs KHONKU «Enter» 3’ sButbces BikHO cepTudikary Bigkpuroro kimoya [[30:

IlpumiTka: 3aBanTaxkeHHs KopeHeBoro ceptudikary 130 moctymue c¢ odimitinoro IatepHer-
pecypcey LlenTpanbHoro 3acBimayBanbHOT0 oprany: http://czo.gov.ua/

3Bepraemo Bamry yBary Ha Te, mO y pa3i BUHUKHEHHS BikHa «IpemymnpexaeHne CUCTEMBI
6e30macHOCTH» He0OX1IHO HATUCHYTH KHONKY «OTKPBITH».

IlpumiTtka: B 3amexHocTi Bix HamamTyBaHHsA Bamoi omepariiHOi CHCTEeMH  BIKHO
«[IpenymnpexaeHne cucTeMbl 6€30MaCHOCTH» MOXKE HE 3’ ABIISTHUCS.

OTkpeITE halin - NpegyNpexAeHe CUCTEMEl BEZONACHOCTH @

OTkpoiTe 2TOT Pakn?

Wram:  tavlocahTemphTempl CZOROOT.ZipWCZOROOT.cer

?; Hanatent:  HewssectHbiii Hijarens

Tun:  CepTMdMKaT BesonacHOCT

Ha:  ChlserssadminiappDatailocalTempiTempl CZOR..

OTKpbTL || OTmeHa

| _“ P aiinel U3 MHTEPHETA MOMYT GEME NONEZHE, HO STOT THN haiina
'y ' /  MOMET NOBPEOMTE KOMNETER. ECAW BBl He goBEpAETE
METO4HHEY, HE OTKPEIEARTE STOT fafin. P arTops! pHoka

3'sBUThC BIKHO cepTudikary Bigkpuroro kmoya [[30. HartucHiTP KHONKY «YCTaHOBHTH
ceptuduKaT».

Ceptudmkar @

Obwme | Coctas | MyTe cepTudimalim

'!3% Ceenenna o ceprmdmkare

HeT o K 3TOMY v cepTndnkaTy
yenTpa cepring Yrobe b OoBep!
YCTaHOBHTE 3TOT CEpTHMKAT B XpaHunHie
[OBEPEHHLIX KOPHEBbIX CEPTHMKATOB LEeHT poB
cepTdMKaLmn.

KoMy BhifjaH: Yipaita, 1|30 / Ukraine, Central CA

Kem BoigaH: YipaiHa, 30 f Ukraine, Central CA

Oeiictentenen ¢ 20, 12, 2007 mo 13, 12, 2012

YCTEHOBMTE CEPTUHUKET. .. 3aABNEHUE NOCTABULMKS

MoapofiHee o EEpTIdiKaT 2%

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs




13
THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

Binkpuerscs BikHO «MacTep UMIIOpTa cepTU(PUKATOB», HATUCHITH KHOMIKY «/lamee».

MacTtep MMnopTa cepTUdHKaTOB

3TOT MACTEP MOMOrasT KOMMPOBaTE CEpTHhMKATEL,
CIMCKH AOBEPUA W CTTMCKM OT3HIES CepTHdMKATOS ©
NOKENEHOro AWCKE B XPaHuniwe cepTUdnKaTos,

CepTHdMKaT, BelAaHHBIN LEHTPOM CEPTHRMKELIM,
AENAETCA NOATEEPHAEHUEN BALWEN TMUHOCTH U
COAEMRRAT MHDOPMALMIO, HEoDXoAMMYID ANA SaLKTEl
ASHHEIX MMM YCTEHOBNEHWA SELMULEHHEIX CETEBEIX
MOSKIKOYEHAA, XPEHMINLLE CEPTHOMKETOE - 3TO
0fNaCcTb CUCTEMBI, NPEAHA3HAYEHHAA ANA XPaHEHNS
CEpTUDUKATOE,

[Ans NpoACMHKEHMA HamMUTE KHonky "Aanee”,

| &

VY BikHI, fIK€ BIOKPUIIOCS, BIAMITbTe NYHKT <«llomMecTuTh BCce cepTHU(UKATHI B CICAYIOIIEE
XPaHWJIUIIE» U HATUCHITh KHONKY «O030p...».

[ "
Mactep »mnopTa cepTudukaTos. M

XpaHWnWiLEe CEpTHMEATOE
XpaHUNMILE CepTUMKETOE - 3TO CACTEMHEIE 0BnacTi, B KoTopLIX
XPEHATCA CEPTHRMKSTEL

Brifop ¥paHmnniLE MomeT Obimh nponsseaeH Windows aETOMBTHHECKH, WK e
MOMHO YKE38Th PasMELLEHNE CEPTUMKETE BpYHHYIO.

(71 ABTOMATIMECKM BoIBPaTh XPEHWMLLE Ha OCHOBE TUNa cepTuduKaTa

@ {lomecTyTh BCE CEDTUOMIKATE B CleaYiolee XpaHnmwe!

Ypanunve cepTudKaTos:

Obzop...

HOEDOEHEE 0 XPaHHIALLEX CEQTHQHIC&TDB

I < Hasan ‘[ [Oanee > J I OTtmMeHa J

A =

Y BikHi «BpiOop xpaHwnuma ceprudukara» o00epiTh «/loBepeHHbIE KOpPHEBBIE IEHTPHI
cepTudUKAIMU» [ULIXOM OJHOPAa30BOTO HATHUCHEHHS HA IbOMY IYHKTI JIIBOIO KHOTKOIO MHIII Ta
HATHCHITH KHOMIKY «OK». BikHo «Bp100p Xxpanumnuiia ceptudukara» 3aKpueThCS.

BrifEpUTE XDaHWIMLLE CEPTUDMKETOE.

| M4yHoe -
| JoBepyTensHEIE OTHOWEHWA B Npeanpy—
| MpoMEKYTOYHEIE LEHTPEI CEPTHOMKELM

| JoBepeHHbIE W3AaTEnH

| b

[ NokazaTe hrzMUScHE XPEHUAMILE

" o] [omes

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

V BikHI «Macrep UMIOpTa cepTUPUKATOB» HATHUCHITH KHONIKY «Jlamee».

Xpanunnue CepTWMEaTOR

XPEHUMMILE CEPTUMKATOB - 3T0 CUCTEMHEIE 0BNacTH, B KOTopkIX
XPEHATCA CepTHhMKETEL

Biifop ¥paHunLa moeT Berms Npoussened Windows SETOMATHHECKN, WK e
MOMHO YKE3aTh PASMELLEHNE CERTHRMKETA BRYSHYIO.

(7 ABTOMATHHECKH BIBPATE XPEHWMNLLE HE OCHOBE THNa cepThdmKaTa
@ [oMeCTHTb BCe CEpTMDMKATHI B CNEAYIOWEE XPaHUAMWLE
APaHUNULLE cepTMdMKETOE:
JoBEpeHHEIE KOPHEBEIE LIEHTPE! CEPTHAMKALIM

HOHDOGHEE 0 XDSHANALLAX CEETI1¢IJ1I\'6TOE

V BikHI «Mactep uMIopTa cepTU(PUKATOB» HATUCHITH KHONKY « 0TOBO».

d o
MacTep umnopTa cepTvduKaToR - ﬂ
L i

3aEeplleHMe MacTepa UMNopTa
cepTugnKaToB

Vg Ceprudmkat GyaeT MMNOPTMPOBEH NOCIE HEKATHA
e @J

KHonky ToToso".

Bblnv yKasaHb! CNEAYIOWME NapameTpbl:
XPEHUAMILE CEpTUDUKATDE, BrIBIEHHOS NoNL30BaTENs
CogepsaHme

| < Hazan |[ loTosn ]| CTmeqa |

h

VY BikHiI dIpeaynpexaeHue o 6€30macHOCTH» 000B’ I3KOBO HEOOX1THO HATUCHYTH KHOTKY <«J[a»
Ta BCTAaHOBHUTH KopeHeBui ceptudikar [[30.

loToewTca ycTanoska cepThdnkata ot yenTpa ceptudnkamn (LIC) 8
L\ 3TOM JOMEHE:

Ywpaina, LL30 / Ukraine, Central CA

He yaaerca npoeepuTe, uto ceprinduxat npuHagnexat "Yipaiva, 30/
Ukraine, Central CA", OBpatutece K "YkpaiHa, LU30 / Ukraine, Central
CA" v nogreepauTe ero nponcxoxaenne. Caegyrouime uncna ByayT
NONESHBI AR JaHHOTD NpoLEcca:

Ornevarok (shal) : CSCBEA46 DEF5SBASF EDF7FEDG 11298051 08BFDE03

MpeaynpexgeHue:

Ecnm ycTaHoenTs ganHblid kopresoi ceptudmkat, To Windows
aBTOMATUYECKN ByAET J0BEPATE MOBOMY CEPTUHNKATY, BbIABHHOMY
LLC. ¥cranoska cepTndnkara Ges 0TNEYaTKa MOKET NPMBECTH K PHCKY
GesonacHocTw. "fa" y , UTO pUCK Nl A,

YeraHosuTe gaHHell cepTindimkat?

IMop. Ne 3minu | [Midnuc eidnoe. ocobu | [ama eHeceHHs1
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

V BikHI «MacTep UMITOpTa CEPTUPHUKATOB» HATUCHITH KHONIKY «OK», a TaKoX HATHCHITH KHOMKY
«OK» y BikHI «CepTudurar».

Ceptudmkar :
Obwme | Coctas I MyTb cepTuducaLmm

@g Ceenenna o cepTindmKare

HeT o K 3TOMY v cepTndnkaTy
yenTpa cepring Yrobbi b O
YCTAHOBHTE 3TOT CEPTHGMKAT B XpaHunuue
[OBEPEHHLIX KOPHEBbIX CEPTHMKATOB LEeHT poB
cepTmbiKaLym.

KoMy BhifjaH: VipaiHa, 130 f Ukraine, Central CA

-Malcrep o R & Kem BbigaH: YipaiHa, L30 f Ukraing, Central CA
pTH C aTo

Aeiictentenen ¢ 20, 12, 2007 mo 18, 12. 2012

|:0| MmnopT yoneLlHo BeINoaHEH,

YCTEHOBMTE CEPTUHUKET. ..

MoapofiHee o EEpTIdiKaT 2%

[ToBTOpHO BimkpuiiTe oOuaBa cepTH]IKaTH 1 BIEBHITHCA y TOMY, IO YEPBOHI MO3HAYKH Ta
3ayBa)KCHHS 1100 TOBIPH 3HUKIIH, a CepTU(IKATH BiJ0OpaKAIOThCS caMe TaK, sIK 3a3HAYEHO HIDKYE.

z = = — e B
Ceprugurat Ceprudmkar m
r Obuwe | Cocras | MyTe cepTrdmkaLm | Obwie | Coctas |I'IyTn cepTudumicaLn |
|
2 g Ceenennn o ceprudmkare 2 g Ceepennn o cepTidmkaTe
3ToT cepTWMKaT NpeaHasHauaeTca Ana: 3ToT cepTmmKaT NnpegRasHaYBETCH ONA:
* Mpasuna nocaneHol cepTirdikalyi = MocneHmi
[l = B NOMHTHKH NPHMEHEHWA = Mpaeuna NocaneHol cepTHdIKaLT
* BCE MOATHKM NPHMEHEHNS
* NononHUTENbHEIE CBEAEHWA - B 3aasneHin LIC.
KoMy Buipan: LICK " ¥CC-LESAPIC” KoMy Boipjan: ¥rpaiHa, 30 [ Ukraine, Central CA
Kem Boigan: ¥rkpaina, U30 [ Ukraine, Central CA KewM Bblfan: ¥rpaiHa, U30 [ Ukraine, Central CA
Aedictentenen c 25, 02, 2011 ne 24, 02, 2016 Aeficrentenenc 20, 12. 2007 ne 18, 12, 2012
i
MoapofiHes o cepTuduKaTaY Moapofinee o teprudukarax
[
ok |
L

Kopenesi ceptudikaru BCTaHOBIIEHI YCIIIITHO.

3aBantaxre kopeHeBuit ceptudikar LICK, mo HeoOXimuuit nns QyHKIIOHYBaHHS pecypcy 3a
HTTPS mnporokomom (SSL - Secure Sockets LayerpukopucToByloYr MpsME ITOCHJIAHHS:
http://acsk.uss.gov.ua/download/rootcer/CESARISRBOA.zip a0o 31 CTOPIHKH
http://acsk.uss.gov.ua/rootcertificate.htm rtabmui «KOPEHEBI CEPU®IKATU IICK "YCC-
LIE3APUC"» mig n'stum HoMmepoM). Po3smakyiiTe 3aBaHTaXEHWIl apXiB Ta 3amycTiTh (aiiin
CESARISROOTRSA.cer nuiixoM noaBiiiHOI0 HATUCHEHHS JIIBOI KHOIIKM MHUII a00 BHUAJIEHHS HOro 1
HAaTHCHEHHsI KHOTIKU «Enter».

3Bepraemo Bamry yBary Ha Te, mO y pa3li BUHUKHEHHS BikHa «lIpeaynpexiaecHue CHCTEMBI
6e30macHOCTH» HeOOX1ITHO HATUCHYTH KHONKY «OTKPBITH».

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

Ipumitka: B 3amexHocTi Bil HamamTyBaHHS Bamoi omeparfiiiHoi cucTeMH BIKHO
«[IpegynpexaeHIue CHCTEMbI 0€30TTaCHOCTH» MOYKE HE 3’ IBJISATHUCS.

OTKpEITE Gafn - NpegynpexasHne CHoTeMEl BE30N3acHOCTH @

OTEpbITL 3TOT Pafn?

Wms: . tavlocaliTempiTempl CZOROOTzipWCZORCOT.cer

ﬁ Hanatent:  Hemspecthpii H3JaTeNL

Tun:  CepTHMKaT GESONaCcCHOCTH

Wa ChlserssadminiappDatailocalTempiTempl CZOR...

OTKpPLTE ]| OTreHa

P I P afinel vz MHTEpHETa MOryT BEME NONE3HE!, HO 3TOT THN $akina
MOHET NOBPEAMTE KOMMETEp. Eciv Bbi He AoBEpAETE
= MCTOYHMKY, HE OTKDBIBAIAT e 3TOT dain. P aKTope! DUCka

3’ siBUTHCS BiKHO cepTudikaTy BiakpuToro kimtouda [{CK, HeoOximHoro 11t KopekTHOT podotn SSL.
HaTucHiTh KHONIKY «Y CTAHOBUTH CEPTU(UKAT.

CepTudinkat @

Ofme |CocTaB I My Te cepTMdJMKaLLMM|

.,Zg,g Ceepexqa o cepTudukaTe

HeT AoBepua K 3ToMY ¥ cepTudukary
WeHTpa cepTudrKalM. YTo0bl BKAHYMTD JOBEPHE,
YCTAHOBWUTE 3TOT CEPTHIMKAT B KpaHUnMIL e
AUBEPEHHBIX KOPHEBEIX CEPTHPMKATOB LEHTPOB

cepTHlMKaLMH.
KoMy BoIAaH: AN "¥epaiHceki cnewianeHi cHoTemy’
KemM BbIfjaH: AN "YEpaEiHCEKT CNEWianeHi cHCTemMH'

AeidcreqTenen ¢ 04, 03, 2010 no 03, 03, 2015

Y¥CTAHOBMTE CEPTHHMKAT. . SEABNEHHE NOCTABLWHKS

MNoapobHes o

Binkpuerncs BikHO «Mactep umMnoprta cepTU(hUKATOB», HATUCHITh KHOTIKY «J/lanee».

Macrep nmnopta ceptudrKkaTos

ITOT MACTEP MOMOraST KOMMPOBaTE CEPTUDMKATE,
CTMCKH AOBEPHA W CTMCKH 0T36IB8 cepTHdMKATOS ©
NOKANEHOro AWCKS B XpaHuniwe cepTudukaTos.

CepTUhMKAET, BElASHHEIA LIEHTPOM CEPTHGMKELIM,
AENFETCA NOATEEMKAEHMEN BALUEN NMHHOCTH K
COAEPHMT MHPOPMBLIMD, HEOBX0AMMYIO ANA ELMTH!
ABHHBIX MMM YCTEHOBMEHHA SELMULEHHEIX CETEBRIX
NOOKIHOYEHWA. XPaHnULLE CEpTURMKATOE - 3TO
ofinacTb cMETEMBI, NPEAHASHEYEHHAA ANA XPEHEHUA
CEPTHDMKATOE,

[ins NpoAcmHEHMA HasMuTe KHonky "fAanee”,

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

Y BiKHI, fK€ BIAKpHWIOCS, BiIMITbTe MYyHKT «lloMecTUTh Bce cepTH(UKATHI B CIEIYyOIIEe
XPaHWINIIE 1 HATUCHITH KHONIKY «O030p...».

f

k

MacTep ymnopTa cepTngukarce M

Kpanwnwie cepTuiuraros
XpaHunuILE cepTHdMKATOS - 3T0 cHETeMHbIE oBnacTi, B KOTopsIX
NPEHATCH CEpTHOMKETEL.

BriGop ¥paHunuLE moseT Beime npomzeegeH Windows SETOMITHUEKM, UK HEe
MOMHO YKE33Th PA3MELLEHNE CEPTUDMKATE BRY4HYIO,

| ABTOM3THYECKH BEIDDATE XPAHWIMLLE HA DCHOBE TUNa CepTHdMIKaTa

(@) TIoMECTMTE Bce CEpTUIMKATHI B CNEAYIOLLEE XDEHNTALLE]

XpaHunKILe CepTUPUKATOS!

Ofzop...

MNoapobHee 0 XPEHWIMILAK CEDTUAMKAT OB

I < Hazag ‘[ Hanes > J I COTMeHa J

Y BikHl «BpI00Op XpaHwmwnuima ceptudukara» o0epiTh
CepTHU(PUKAIMU» HUIAXOM OJHOPA30BOTO HATHUCHEHHS HA I[bOMY IYHKTi JIBOIO
HaTUCHITh KHOTIKY «OK». BikHO «BBI100p XpaHuiauia cepTudurara» 3aKpHeThCs.

BribepUTe XpaHMMLLE CEpTUDWKETOE.

| MauHoe -

B [ oEcpEHHLIE KODHEBEIE LIEHTPEI Cap =

< | ! | 3

|| NokasaTs dMsUYeckie XPEHUNULLE

" (o) [omes

Hpanwnmue ceprwduraTos
¥paHuniLa cepTMdMKATOB - 3To cUcTemMHeIe oBnacTi, B KoTopeIX
XPEHATCH CEPTURMKETEL

Boibop xparmniwa noxeT berme nponsseged Windows aETOMaTHHECKN, UK e
MOMHO YKE3aTh PasMellleHne CepTUMKETA BPYUHYHO.

(7 ABTOMATIUECKH BoIBPATE XDAHUAMLLE HE OCHOBE THME CEPTHBMKATS

(@) MoMECTHTE BCe CEPTWHMKATE B CNEAYIOWES XDAHUAWLLE
XpaHunuwe cepTHdMKaToE:

héBEﬁe‘l‘-‘IHblE‘l‘{ODHE‘BI;I‘E“LLéﬂ'DbI CEPTHRMKALIM

HOHDOSHEE 0 XPSHWNALLSX CEETI'IQMI\'BTDE

«JloBepeHHbIE

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs

KOPHEBBIC IICHTPBI
KHOIIKOK) MHUIII Ta
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

V BikHI «Mactep UMHopTa cepTU(PUKATOB» HATUCHITH KHONKY « 0TOBO».

- — B
Macrep umnopTa cepTudmnkaToe - &

3aEeplleHMe MacTepa UMNopTa
cepTugnKaToB

CeptudmkaT Oy0eT MMNOPTUPOBEH NOCNE HEKATHA
KHonky ToToso".

Bl YKa3aHe! CNEAYIOWME NapamMeTphl:

CogepsaHme

| < Hazan |[ loTosn ] | CTmeqa |

h

VY BikHI IpeaknpexaeHue o 6e30macHOCTH» 000B’ I3KOBO HEOOX1THO HATUCHYTH KHOTKY <«J[a»
Ta BCTaHOBHUTHU KopeHeBuii ceprudikar LICK.

MpegynpexaeHmne o BezonacHoCTH J

MoToewTCA yoTaHOEKa CepTHdikaTa oT ueHTpa cepTdmkanum (LC) &
l . 3TOM AOMEHE:

AN ¥epainceki cneujansHi cHoTerm’

He yaaeTca nposepnTe, 4To cepTuduirat npunagaexnt AN ¥epainceki
cregianei cuctemid™, Obpatarece k "AM ¥epaidceki cnegianshi
CHCTEMW'" M NOATEEPAMTE EMo NPOMCKOXAEHNE, CRegyroui9e Y1Mcaa
By T NOAESHE 417 AAHHOMD NpoLUecca:

Orneqatok (shal): 80105050 22522253 B2944DF4 09709508 69832526

MpegynpexaeHne:

ECnW yCTaHOBMTE AaHHEIA KOpHeBOH cepTudrkaT, To Windons
AETOMATMYECKN ByAET 0BepaTh NGOy CEpTUHMEATY, BBIZaHHOMY
LIC, ¥cTaHoBka cepTudikaTa Bes 0TNeYaTka MOXET NPMERCTH K PUCKY
BezonacHOCTH, "Ja" yKasbIBIET, 4TO pUCK NPMHWMAETCA,

YCTAHOBMTE A3HHBIA CepTHdMKaTT

VY BikHI «Mactep umMnopra cepTu(rKaToB» HaTUCHITh KHONIKY «OK>», a Tako)K HATHCHITH KHOIIKY
«OK» y BikHI «CepTHHKAT.

Macrep wumnopra cepr

|:0| MmnopT yoneLlHo BeINoaHEH,

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

CepTudmkar

Obwre | COCTaE I MyTh cEpTHEMEALMKH |

@a CeeaeHHda o cepTHvKaTe

Het K 3TOMY cepTubukaTy
UeHTpa cepTudikalnsy, UTobbl BKAHUATE AO0BEDUHE,
YCTAHOBWUTE ITOT CEPTHPHKAT B KPAHHAMILE
JAOBEPEHHBIX KOPHEBbLIX CEPTHHHKATOE LLEHTPOE

cepTHhMKaLLMM.
Hony Boipan: AN "¥EpaiHCer cnewiantHi ccTemd’
Hen Boiaan: AN "¥kpaiHcs cnewiansHi cacTend’

AercTeiTened ¢ 04, 03, 2010 mo 03, 08, 2015

YCTSHOEMTE CEPTHMEAT. .., JaAENEHHE NOCTABLLMKS

MoapofiHes o ZepTH ax

Ceprudikar Binkputoro kimoua L[CK, HeoOxignuii st kopektHoi podotu SSL, Oyno ycminHo
BCTaHOBJICHO.

HanamryBanns 6pay3sepa Internet Explorer

Ipumirka: s orpumanns/GopMmyBaHHs cepTU(IKATIB  BIIKPHUTHX KIIOYIB  HEOOXiIHO

BUKOPHCTOBYBAaTH BUKIIOYHO Opaysep Internet Explorer Bepcii 6 Ta Bume. OtpumanHs/dpopmyBaHHS
ceptudikaTiB BIIKPUTHX KIIOUYiB B iHIIMX Opay3epax He MiATPUMY€EThCS.

Binkpuiite Opayzep Internet Explorer IE) Tta mnepeiiniTh 3a HACTYyIHUM ITOCHJIAHHSIM:
http://ca.uss.gov.ua

—

AEPYABHE MIAINPUEMCTBO "YCC”
LICK YCC - LIE3APIC

Froch Bazosi cnywbn

nocrauansuuka nocnyr
b b Cnyxba ceprupirauii (Certificate Generation Service) - nocnyru, ski HagawoTeca LenTtpom cepTudikauii (Certificate Authority, CA). Bazosi dyHkuii: cTBopoe
i nigrMcye cepTUdIKaTH, SACHOBAHI Ha INEHTUUHOCTI T3 IHWKX BNACTUBOCTAX Cy6'eKTIB, AKi NepeBipeHi LieHTpOM peecTpaLlii.

Ony6nixesani
Ceprubiratn - ; . .
Cnyw6a peectpauii (Registration Service) - nocnyrv, sii HagaoTees Lientpom peectpauii (Registration Authority, RA). Bazosi dyHkui: nepesipsie
B Pecypon IIBHTWUHICTD i, AKWO HeobxiaHo, Byab- Aki cneumndiudi BnacTueocTi cyf'exTie (nianucysauig). PesynbTaTi poboTh UbOro cepeicy NepeaarTbCA A0 Cepsicy
Tecrysamss cncrems  LlenTpy ceprwdiauii (ans dopmysantn cepvdikatia).
6esnexwn bpoysepa IE
BCraHoBREHHA Cnyxba poznoBciopreHHA{Dissemination Service). bazoei yHKUI: NowMploe/ poznoBCiOMKYe cepTUdikaTh o nignucyeauig/ cyb'exTiB Ta, AKWO € 3roga
CESARIS CSP cyB'eicTa, A0 HIWMX yUBCHIKIB enelTpoHHOro AoKymeHTaobiry. Lleii cepaic Takox sabeanedye posnoscimpierHs MoniTvic CA Ta iHIIOT NPaKTUUHOT iHcopMaLLi
Bxin ana wnierTia QNA €aMOro MIANMCYBaYA Ta CTOPOHM, AKA MNOKNASEThCA Ha MiaNUE, CTBOPEHWA NANMCYBaueM.

Cnyw6a ynpasninua BiknukaHHAM (Revocation Managemeant Service). Bazosi dyHKLUi: 06poBnac 2annTu Ta 2abeaneuye GopMyBaHHA 3BITIE WoA0
pesynuLTaTie BIGKIMKaHHA CepTUGIKaTIE, Pe2ynbTaTi (YHKUIOHYBAHHSA LIb0r0 CEpBICY POSNOBCIOMKYIOTLCH 33 AOMOMOr0I CyKOM CTaTYCY BIKNUKaHHA.

Cnywba cTtaTycy BigknukaHHA (Revocation Status Service). bazoBi dyHKLUIl: 2abezneuye hopMyBaHHA iHGOPMALLIT NPo CTATYC aHYMHOBaHHA, BNOKYBaHHA
cepTudikaTy. Lia cnyxba moxe ByTw cepeicom peanbHoro Macwrtaby 4acy (oH-nain) abo moxe 3abesnedysaTv hopMyBaHHA BHUXIOHOI iHopMaUil npo cratyc

#100% -

Baiigith B MeHio IE «CepBuc» (SKIIO CTpOKa MEHIO BIiJCYTHS, HATHCHITH KHONKY «alt» Ha
KJIaBiaTypi, 1 BOHA 3’ IBUTHCS), 00epiTh MYyHKT «CBOWCTBAa 0003peBATEIIS.

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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- | & ycC-LE3APIC

siin  [pasks Bug  Mspanroe Crgaska

Yz nurs sypran obospesatens.. CtrlShift+Del
Mpocwmorp InPrivate CirlShift=P

3awyra of CnexeHi..

Dunsrpacis ActiveX

LNarHocTHKE NPOGNEM NOAKAMIHERNS. .

TOBTOPHoE QTKPBITIE NOCAEAHErS CEaHca NPOCMOTPa

AoGasuTe caiiT B Merko "Tlyck"

MpocwoTpers 3arpyskin Ctrls)
BAIOKMPOBaHINE BCMABIBAMOLLIEE GOH 3
DunsTp SmartScreen »
Hagctpoiki

Mpescrasnenie cosmecTuocTi

TlapaMETpbI PEXIME NPEACTIENEHILR COBMECTUMOCTI

TIoANHCATEEA Ha BeB-Katalt...
3asmBa

nocr nocnyr Ofikiapy e »
PR Wbty Brihsesos Wrsdows W, AKI Ha,qaro'rt:cﬁ ITLeHTpoM cepTuadikauii (Certificate Au;honty, CA). BazoBi yHKUIl: cTBOpHE
icTBoCTAX Cy6'exTiB, siki nepesipeHi LieHTpom peecTpauyi.
Onybnikosani
Cobstalisial Cpeacrsa paspaborunka F12
TbCA LleHTpoM peecTpalii (Registration Authority, RA). Bazori dyHKUi: nepesipRe
B Pecypcn Download Master i cyb'ekTie (nignucysauie). PesynbTatv poboTh LUbOro cepeicy NepeaaldThcs 40 Cepsicy
e Coasanrie samerkn OneNote

6esnewn Gpoysepa IE
Bcranosnenna LaagL) Ljii: MOWWPKE, PpOZNOBCIOANKYE CepTUhIKaTH A0 NiANUCYBadiE/ cyb'ekTiB Ta, AKLWO € 3roaa
CESARIS C5P Ornpasuts 8 OneNote ¥ cepBiC TaKkok 3abesnevye poznosBcromKeHHa Monitkik CA Ta iHWoi npakTuyiHol iHdopmMauii

Bxi A KnicHTIE c, CTBOpeHHiA nianucyBaueMm.

CaolicTea oBospesatenn

[epeiinite n0 BKIagKu «be30MacHOCTH», BHIAUIITH OJHUM HATHCKAHHSAM JIIBOi KHOINKH MHIII
MyHKT «MeCTHast MHTPACETh>» Ta HATUCHITh KHOTIKY «Y 3JTbI».

EEmT=—m )

CodepwaHie Momwnoseus | Tporpamisl I LononnTensHo |
OBume BesonacHocTE | KondmaeHwanerocts |

H BrifiepuTe 30y ANA HACTPOIKK £€ NapamMeTpos BesonacHocTi,

VHTEpHET MecTHas HamexHele  OrpaHdded...
WHTPacET VE Y3l

MecTHan MHTpaceTb

= Vane!
SoHa AnA scex sef-y3nos Bawwel MHTPaceTH,
Yposerk GesonacHocTH ANS 3TOI 30HbI
Oocobbii
Ocofibie napameTpel,
i - YTofbl M3MEHMTE WX, WenKkHWTE “pyroi”, Il
- [INA BO3EPATA K PEKOMEHAOBAHHOMY YPOBHIO LEMKHUTE
i Tlo ymonqaHMo”,
! [ BrearoumTh 3aWMILEHHES pexxn (noTpebyeTca nepesanyac N
i Internet Explorer) i
[ Apyroi.., ] [ Mo yHon4arie. ]
H
: [ BrifpaTk yposeHs DE30NACHOCTH MO YMOTYEHWID ANA BCEX 304 ]
|
N

OTMeHa | TpianerTs |

)y

VY BiKHI, K€ 3’SBHJIOCS, HATUCHITH KHOMKY <«JlOMOTHUTENBHO». Y BIKHI, SKE ICIS IHOTO
BIJIKpUJIOCS, 3HIMITh MTAIIKy 3 IYHKTY <«/[7s BCeX Y3JIOB ATOW 30HBI TPeOyeTCs MpOBEpKa CEpBEPOB
(https:)» @Ko BoHa BCTaHOBIEHA) Ta B MO «/{00aBUTH B 30HY CIEIYIOIIMN Y3€II:» BBEIITh aapecy
By3na http://ca.uss.qgov.uara HAaTUCHITH  KHONKY «/l00aBUTH», a MOTIM BBEIITH aapecy caiTy
https://ca.uss.gov.u@a HaTUCHITH KHOMKY «/100aBUTH».

- = B|
MecrHas wnTpaceTs ﬂ

| Q ViakTe Bef-y3Nkl, BXOAALME B 30HY MECTHON MHTPaCETH, |

ABTOMATMHECKA ONPEAENATD NDMHAANERHOCTh K MHTPACETH
|_|Bce y3am1 MHTPECETH, HE MEPEHMCIEHHBIE B ADYTHI 30HAX
BCE Y3Mbl, NOAKMIOUSEMSIE MUHYA MPOKOA-CEDEED

|_!Bee ceTesee nyTh (UNC)

UT0 TakoE TApAMET Dbl WHTDACETH™?

Eg.mmmmi{ oK. H OTmena

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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v v A

r ‘"h[ B 3Ty 30HY MosHO AoBasnaTe 5e6-y3nkl M YAaNATE MX U3 Hes,
3afgaHHbIe ANA 30HB NapamMeTpel besonacHocTi BygyT
WINONL30BATHCA ANA BCEX 82 YINOE.

[OoBaENTE B S0HY CNeg YR y3er:
https://ca.uss.gov.ua l Aobasuts

Bef-yane:

http:/fca.uss.qov.ua

|| ina Bcex yanos 5Toii SoHs! TpeByeTCA Nposepka cepeepos (https:)

3aKpbITE

OO6unBi BBeneHi Bamu agpecu By3i1iB mOBMHHI OyTH 3a3HaveHi B MO «Be0-y3bi»

Tm—

r ‘ B B 3Ty 30Hy MOXHO AoBaENATE Bef-y3Mel M YOANATE WX U3 HEE.
3aaaHHEle ANA 30HE! NapaneTpel fesonacHocTr ByayT
MEMONb30BaTHCR ANA BOEX B8 Y3N08,

[o0&BUTE B 30HY CNEOyHoWWi y3en:

Beb-yaned:

http:ffca.uss.gov.ua VAamiTE
https:f/ca.uss.gov.ua

[ fina Bcex yanos 5Toil soHL TpeByeTcR NpoEepka cepeiepos (https:)

3aKpeIT

Ipumirka: Ilix gac poborm Ha Bysmax http://ca.uss.gov.uaa https://ca.uss.gov.uamosxe
3'SIBIIATHCS TIOBIIOMIICHHsT Oe3neku y BikHI «Security Alert», motpioHo Hatuckatm «YE€S» B ycix
BHIAJIKaX, KOJM 3a3HaueHe BIKHO Oyzae 3 sBustucs. HatuckanHsa KHOMKK «YES» HaJa€ MOXKJIUBICTH
JOCTYIy 710 cepTH(]iKaTiB BIIKPUTHX KJII0UiB Bamoro komn' rotepa.

Security Alert IEI

This Web site needs access to digital cerfficates on this computer.

WARNING: By allowing access to your certificates, this Web site will also qain
access to any personal information that are stored in your certificates.

Do you want this Web site to gain access to the cerificates on this computer now?

Yes Mo

IlepeBipka roroBHOCTI cucTEMH

Binkpuiite 6paysep IE Ta mepeiinitTe 3a HacTynmHUM NocwiiaHHsIM: http://ca.uss.gov.ua

[TepeiiniTe Ha cTOpiHKY «TecTyBaHHS cucTeMu Oe3neku Opaysepa [E»

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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()| & nitpyrca.uss govaua/public/BrowserTest aspy

& Security Test

[EPXABHE NIZINPUEMCTBO "ycC" x 3%:“; T —
LICK YCC - LE3APIC

Cepinikars LICK

Ony6GnikoBaHi
Ceprndiikarn

Pe CH

3amea

NOCTaNaNLHKKE NOCAYT

TecTvBaHHA CHCTEMH
Ceprudixam LICK

Gesnexn Gpoysepa IE
Dnyﬁ;!ikoaani
JLCE i BCTaHOBNEHHA
i CESARIS CSP

'I'Emnaﬁmm cwl:rz{un }

v
Beznwmnesi Bxin Ans kni€HTiB

CESARIS CSpP

Bxig AnA gnicHTie

HatucHiTe kHOTIKY «BUKOHATH» 3arajibHy NEpEBIpKY HAIAIITYBaHHs Opay3epa.

3aranoHa NepeeipKa HanawTyeaHHA SDU‘{EEDB Bukonarn

Tun 6poyaepa rotoso Bpoyaep : IE. Tun - IE7. Bepcia - 7.0. MnaTtdopma -
WinNT. Moaenb -Win32.

Nozsin Ha fotoso AoseoneHo
BHKOPHCTaHHA MOAYNIB

ActiveX

BuxopncranHa lotoso Bepcis - 1.2

JavaScript

BukopuctaHHA VBScript [Fotoeo MiaTpuMyeToca
MapameTpn 6poyzepa MigrpuMikca Tabnwue @ True

MiatpuMika Cookies : True

HaABHICTb CAPICOM
- ActiveX CAPICOM v.2.1.

[ ncocnpua |

Kpuntorpadiuni

CcxoBHLA

Nepesipka

HanBHicTb XEnroll

- Bcranosnennn ActiveX XEnroll
[ ncocnoua |

BcraHoBneHi BcraHoeneHHs MoaynA Cesaris
Kpunronposaigepu CryptoPack

oo |

3ayBaXMeHHA. 3BepTaiiTe yBary Ha Alanord Ta NonepeameHHs cucTeMu Gesnexn Gpoysepa, WO MOXYTb 3'SBNATUCSA ¥ BEPXHIA YacTWHI BikHa B NpoLec
BMKOHEHHA TECTYBaHHA Ta HanaroAxeHHA. BUkoHy#ATe pekoMeHaaUll cMCTeMH.

V BikHi noBigoMiieHHs Oe3neku «Security Alert»orpioHo Hatuckatu «Yes».

Security Alert =]
This Web site needs access to digital cerfficates on this computer.

WARNING: By allowing access to your certificates, this Web site will also qain
access to any personal information that are stored in your certificates.

Do you want this Web site to gain access to the cerificates on this computer now?

Axmo B kosoHI «CTaH» MO BCIM MyHKTaM «I 0TOBO», CHCTeMa HaJIallITOBaHA BIPHO Ta TOTOBA ISt
MOIAJIBIIOT POOOTH.

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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3aranbHa nepesipka HanawTysaHHs Opoysepa
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Tun ﬁpoysepa [rotos0 Bpoyzep : IE. Tun - IEZ. Bepcia - 7.0. I'InachcpMa -
‘WinNT. Mogenb -Win32.
Mozsin Ha rotoeo JlozBONeHo
BHKOPHCTaHHA MOAYRIB
ActiveX
BHKOPHCTaHHA rotoeo Bepcia - 1.2
JavaScript
BuKOpHMCTaHHA VBScript ToToBo MiaTpUMyETHECR
NMapameTpn 6poyzepa NigTpuMica Tabnuub @ True
NiaTpumica Cookies @ True
HanABHicTe CAPICOM
- rotoeo Moaynb CAPICOM BCTaHOBNEHO ActiveX CAPICOM v.2.1.
Nepesipka
Kpuntorpadiuni
cxoBHwma roToso gipCOHaﬂ;He (ixoau;;:' My J0CTymHe
oBKLWe Smart card My OocTynHe
HanasHicTe XEnroll
- rotoeo BcTaHoBneHo modyns Xenroll ‘ Bcranoenenna ActiveX XEnroll
Nepesipka
BcTaHOBNEHi rotoeo « CESARIS DSTU 4145-2002(PB) and RSA BCTaHoBNeHHA Monyns Cesaris
KpunTOonpoBadaepu Cryptographic Provider CryptoPack
+ CESARIS DSTU 4145-2002(PB) and ECDH
Cryptographic Provider

3ayBaXeHHA. 3BepTaiiTe YBary Ha Ajaflork Ta NonepemxeHHs cucTeMy Gesneku 6poysepa, Wo MOXYTb 3'ABNATUCA Y BEPXHIA YACTWHI BIKHa B NpoLec

BMKOHaHHA TECTYBaHHA Ta HaNaro4XeHHs. BUKOHYWTe pekoMeHdaLil CUCTEMM.

VY pasi, skmo B kosoHui «Kpurepiii» nmo nyHkry «Hasaicte XEnNroll» B xomonmi «Cran»
a 1Mo TYyHKTy «BCTaHOBJEHI KpPUNTOMpOBaWaepu» B KoMoHII «CTaH» Ta
«[ToapoOumi» BijoOpaxkeHi MycTi MO, HEOOXIIHO TO3BOJIMTH BHKOHAaHHS eneMmeHTiB ActiveX miomo
30HH MICIIEBOT IHTPOMEPEXKi.

«[Tomunka»,

3aranbHa nMepesipka HanawTysaHHA Opoysepa | Bukouarn

Tun ISpoysepa rnTuEm Bpoyzep : IE. Tun - IE7. Bepcia - 7.0. HnaT¢)ana - WinNT. Mogenb -Win32.
Ho3sin Ha lfotoso [Lossonexo
BMKOPHCTAHHA MOAYNIB
ActiveX
BHKOPHCTaHHA rotoso Bepcia - 1.2
Javascript
aHHA VBScript Fotoso niaTpuMyeThca
MapameTpu 6poyzepa NigTpumka Tabnuub : True
NigTpumka Cookies : True
Hammlcrb CAPICOM -
= rotoso Mogyns CAPICOM BCTaHOBREHO |Beranosnenns Activex capICoM v.2.1]
FoToBo MepcoHanoHe Cxoevwe My gocTynHe
Cxoewie Smart card He AOCTynHe
Momunka 3aBaHTameHHA ...Mogyne Xenroll BigcyTHiA Bcranosnennn ActiveX XEnroll
Bcrauosnexi BcraHoenenHs mogyna Cesaris CryptoPack
KpunTonposaiiaepn
| cancox | \

3aysaeHns. 38epTaiiTe ysary Ha Aianory Ta nonepe/pkeHHs cuctemu Gesnexn 6poysepa, Wo MOXKYTb 3'ABAATWCA ¥ BEPXHIA YacTUHI BikHa B NPOLIEC BUKOHaHHSA TECTYBaHHA Ta HanarO4XeHHS.

BMKOHY/iTE pEKOMEHAALIT CUCTEMH.

Zaiigith B MeHio IE «CepBuc» (SKIIO CTpOKa MEHIO BiJICYTHS HATHUCHITH KHOMKY «alt» Ha
KJIaBiaTypi, 1 BOHA 3’ IBUTHCA), 00epiTh MyHKT «CBOWCTBA 0003peBATEIS».

YganuTs xypren obospesatens...
Mpocmorp InPrivate

3awyra of CnexeHi..
Dunstpaums ActiveX

LNarHocTHKE NPOGNEM NOAKAMIHERNS. .

TOBTOPHoE QTKPBITIE NOCAEAHErS CEaHca NPOCMOTPa

[lo6aguTs caiiT & Mexio "Tlyck”
MpocwoTpers 3arpyskin
BNIOKPOBaHIE BCMABIBZIOLLTX OKOH
DunsTp SmartScreen

Hagctpoiki

Mpescrasnenie cosmecTuocTi

TlapaMeTpBI PEXIME NPEACTIENEHIR COBMECTUMOCTI

TIoANHCATEEA Ha BeB-Katalt...

3asmBa
nocr nocnyr OBapy
Cenmbikarn LICK L{enrp obrosnera Windows

Onybaikosani
Ceprudbixatn

E Pecypcn

TecTyBaHHA CHCTEMK
6esnewn Gpoysepa IE

Bcranosnenns
CESARIS CSP

Bxin anAa knicHtie

Cpeacrsa paspaborunka F12

Download Master
Consanrisie 3amern Oneblote
1CQ7TM

Ornpasus & OneNote

CaolicTea oBospesatenn

Ctrl+Shift+Del
Ctrl+Shift+P

IMop. Ne 3miHu

Midnuc eidnoe. ocobu

Hama eHeceHHs1

W, AKI H3AaKTbeA LleHTpom cepTudikauil (Certificate Authority, CA). Bazosi dyHKUI: cTBoprE
CcTBoCcTAX Cyb'exTiB, AKi nepesipeHi LleHTpom peecTpalii.

TbCA LleHTpoM peecTpalii (Registration Authority, RA). Bazori dyHKUi: nepesipRe
i cyb'ekTie (nignucysauie). PesynbTatv poboTh LUbOro cepeicy NepeaaldThcs 40 Cepsicy

1iji: MoWKpoe/ poENOBCKIKYE CEpTUDIKATH Ao MignucyBadie/ cyB'ekTie Ta, AKLIO € 3roda
cepeic Takox 3abesnedye poznoecromkeHHA Monituik CA Ta iHWoi npakTryHol iHdopmauii
C, CTBOpEHWIA nignUcyBauem.
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[lepeiinite 10 BkIanku «be3omnacHOCTH», BUAUIITH MyHKT «MecTHasi MHTPACceTh» Ta HATHUCHITH
KHOTIKY «/[pyroii...».

i Obuume | bezonacHocTe | KoHdmaeHmansHocTs

BribepuTe 30Hy ANA HACTPOIKK ee NapaMeTpos BesonacHocTi,

w v O

WHTEpHET MecThan Hapestble OrpaHided...
WHTPACETE Y3kl VEL]

MecTHan HHTpaceTb

Gi SoHa Ans scex sef-y3nos Bawel MHTPaceTH,

YposeHs Ge30NacHOCTH ANA 3TN 30HL!

Ocobii
Ocofible NapaMeTpel.
- Y7ol M3MEHUTE KX, WenkHuTe "Opyroi”,
- INA BO3EPATA K PEKOMEHAOBAHHOMY YPOBHIO WEMKHUTE
Tlo yMonuaHuo”,

|| BrroumTE ZaMILEHHEST pecxim (noTpebyeTon nepesanyoc
i Internet Explorer)

I Apyroi,., H Mo yMONYaHMD. ]

BrifipaTe yposeHs GesonacHoCT Mo YMONHEHWD ANA BCEX 30H ]

QK OTMeHa | _.ﬁi-.'f_-El':'_'I:\

3Haiinite mapamerp «/cmonb3oBaHUE AJIEMEHTOB ymnpanieHHs ACtiveX, HemoMeueHHBIX Kak
Oe3omacHble Ui MCIIOJIB30BAaHUSA» Ta IOCTaBTE€ MO3HAYKY y PEKUM <«BKIIOYMTH», HUKYE HATHCHITh
kHOMKYy «OK». ¥V BikHi «CBoiicTBa 0003peBaTess» HATUCHITh KHONKY «II[puMeHHTH» Ta KHOMIKY «OK>».

MapameTpel Be30NaCHOCTM - 30H MECTHOR WHTPaCeTH @I | Conepmarme ]_I'Ionmouewm | rporpamssr | momonmurensro |

| Ofume | besonacHocTs | KonduaerwansHocTs

MNapameTpbl

o | McnonesosaHke 3NeMeEHTOE YNPAENEHHA Ackivel, He nomeqe - -
= BrifiepuTe 30y ANA HACTPOIKK £€ NapamMeTpos BesonacHocTi,

@ [y o » >

) OTENHYMTE 0 q _é’;iv ®
() Mpeanarats -

- MHTEpHET =gl Hagewdsie  OrpaHiueH...

L] I'_IOBe.a.EHMe ABOHYHOMD KOADE H CKPMNTOE MHTpaCETE Y3kl Y3l
@) BrnHqMTE

MecTHan MHTpaceTb

() AonyWeHHbE: 3AHMHHHCTPETOPOM : ) . Vane!
g GL SoHa AnA scex sef-y3nos Bawwel MHTPaceTH, =
() OTENHYHTE by
|¢| NoKasbIEaTE BHAEO M GHHMALKHD Ha BEG-CTDAHHUE, HE MCNO
() BRAKMYMTE
@ OTKNHYHTE YpoBeHs DE30NACHOCTM ANA 3TON 30HL!
|#| PazpewaTe MCNoNE308aTE Activel fes sanpoca ToneKo YTE
() BEAMMMTE Ocobbiit
@ OTENHYHTE [l Ocofibie napameTpel. " -
. b - YTofbl M3MEHMTE WX, WenKkHWTE “pyroi”, |
|#| PaspelmTe 3amyCk aNEMEHTOE YNPaENEHHA Activel, KOTOpE i - 119 BO3EPATA K PEKGMEHIIOBAHHOMY YPOBHIO LUSMKHITE
(B Fue e nare W Tlo ymondaHMe”,

< T | b

*3MEHEHMA BCTYMNAHT B CHNY NoCne nepesanycka Internet Explorer [ = 5 5
|| BraounTe 3aWMLEHHEN pexum (noTpebyeTcs nepesanyck

I " Internet Explorer)
CHpoc ocofiely NapaMeTpoE I

Apyroi.., H Mo yMon4arue. ]

Ha ypoBeHs: [Hm«e CPEAHETD (MO YHOM4aHHH) v] [ COpOCHTE. .. ]

BrifipaTh ypoBeHb GES0NACHOCTI MO YMOAHEHID ANA BCEX 304 ]

(81,8 OTnera | |

[ O ][ QTHMEHA ]

[ToBTOpHO mepeBipTe cucteMy Oe3neku Opaysepa IE, ans goro 3HOBY mepeiiiTh Ha CTOPIHKY
«TectryBanHs cuctemu 6e3mneku opaysepa [E»
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. [AEPYABHE NIAMPUEMCTBO "YCC" nt?%:-;nhﬂma —
LICK YCC - LIE3APIC
Cepinikars LICK

Ony6GnikoBaHi
Ceprndiikarn

Pe CH
3ansa
nocrauansumia nocryr

Ceprudirarn LICK

TecTvBaHHA CHCTEMH

Gesnewn Gpovsepa IF
Ony6nikosani
Ci:’m BcranHoBneHHA
S CESARIS CSP
Tecryeanns cncremn |
Gesneuwn Gpoysepa IE ‘ . - -
BCTanoBaeHHA Bxi MA KNIEHTIB
CESARIS CSP
Bxin ana wnicurio

HatucHiTe kHOTIKY «BUKOHATH» 3arajibHy NEpEBIpKY HAIAIITYBaHHs Opay3epa.

3aranoHa NepeeipKa HanawTyeaHHA SDU‘{EEDB Bukonarn

Tun 6poyaepa rotoso Bpoyaep : IE. Tun - IE7. Bepcia - 7.0. MnaTtdopma -
WinNT. Moaenb -Win32.

Nozsin Ha fotoso AoseoneHo
BHKOPHCTaHHA MOAYNIB

ActiveX

BuxopncranHa lotoso Bepcis - 1.2

JavaScript

BukopuctaHHA VBScript [Fotoeo MiaTpuMyeToca
MapameTpn 6poyzepa MigrpuMikca Tabnwue @ True

MiatpuMika Cookies : True

HaABHICTb CAPICOM
- ActiveX CAPICOM v.2.1.

[ ncocnpua |

Kpuntorpadiuni

CcxoBHLA

Nepesipka

HanBHicTb XEnroll

- Beranosnenna ActiveX XEnroll
Nepesipka

BcraHoBneHi
KpHnTonpoeanaepn
oo |

BcraHoeneHHs MoaynA Cesaris
CryptoPack

3ayBaXMeHHA. 3BepTaiiTe yBary Ha Alanord Ta NonepeameHHs cucTeMu Gesnexn Gpoysepa, WO MOXYTb 3'SBNATUCSA ¥ BEPXHIA YacTWHI BikHa B NpoLec
BMKOHEHHA TECTYBaHHA Ta HanaroAxeHHA. BUkoHy#ATe pekoMeHaaUll cMCTeMH.

V BikHi noBigoMiieHHs Oe3neku «Security Alert»fiorpiOoHo HaTrckaTh «Yes».

Security Alert =]
This Web site needs access to digital cerfficates on this computer.

WARNING: By allowing access to your certificates, this Web site will also qain
access to any personal information that are stored in your certificates.

Do you want this Web site to gain access to the cerificates on this computer now?

B xomnonmi «CtaH» 1Mo BCIM MyHKTaM MOBHHHO OyTH 3a3Ha4eHO « 0TOBO», MO CBITYUTH IPO
MpaBWJIbHE HANAIITYBaHHS cUCTeMU Oe3mneku Opaysepa [E Ta roTOBHICTB 710 MOAABIIOT POOOTH.
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3aranbHa nepesipka HanawTysaHHs bpoysepa |

Tun 6poyzepa rotoeo Bpoyzep : IE. Tun - IEZ. Bepcia - 7.0. Mnatdopma -
‘WinNT. Mogenb -Win32.

Mozsin Ha rotoeo JlozBONeHo
BHKOPHCTaHHA MOAYRIB

ActiveX

BHKOPHCTaHHA rotoeo Bepcia - 1.2

JavaScript

BuKOpHMCTaHHA VBScript ToToBo MiaTpUMyETHECR
NMapameTpn 6poyzepa NigTpuMica Tabnuub @ True

NiaTpumica Cookies @ True

rotoeo Moaynb CAPICOM BCTaHOBNEHO ActiveX CAPICOM v.2.1.

z
g
g
q
v
g
=
)
=]
=

Nepesipka

Kpunrorpadiuni
.;onmg o foToRo MepcoHanbHe CxoBule My AOCTYNHe
Nepesipra Cxoewwe Smart card My gocTynHe

HanasHicTe XEnroll

- rotoso BcTaHoBneHo MoAynb Xenroll ‘ Bcranoenennn ActiveX XEnroll
" nepenpra |
BcTaHOBNEHi rotoeo « CESARIS DSTU 4145-2002(PB) and RSA BCTaHoBNeHHA Monyns Cesaris
KpunTOonpoBadaepu Cryptographic Provider CryptoPack
+ CESARIS DSTU 4145-2002(PB) and ECDH

Cryptographic Provider

3ayBaXeHHA. 3BepTaiiTe YBary Ha Ajaflork Ta NonepemxeHHs cucTeMy Gesneku 6poysepa, Wo MOXYTb 3'ABNATUCA Y BEPXHIA YACTWHI BIKHa B NpoLec
BWKOHAHHS TECTYBaHHA Ta Hanaro[pKeHHA. BUKOHYATE pexoMeHaaLl CUCTeMU.

TEHEPAIIA KJJIOYOBOI ITAPU TA OTPUMAHHS CEPTU®IKATIB

3amiHa cTapTOBOIO NMAPOJIsi

Hpumitka: [na orpumanHs/GopMyBaHHS —cepTHU(IKATiB  BiJKPUTHX KIIOYIB  HEOOXIIHO
BUKOPHCTOBYBAaTH BHKIIIOUHO Opaysep Internet Explorer Bepcii 6 ta Buie. Otpumanus/hopmyBaHHsS
cepTH(]iKaTiB BIAKPUTHX KITIOUYiB B iHIIUX Opay3epax He NiATPUMYEThCS.

Ipumirka: [Tepen mouaTkoM poboTH pekoMeHaye 3akputH Internet Explorera morim 3HOBY #ioro
BikpuTH (0HO3HAYHO MOTPiOHO mepe3aBaHTaxyBatu Internet Explorergkmo BiH OyB BKIIOYCHHH Ha
MOMEHT CTBOpPEHHS (DailJIoBOrO TOKEHY).

B Internet Exploreesenits aapecy By3ia http://ca.uss.gov.ya notim nepeiaite 3a MoCHIaHHIM
«Bx11 UIs KIIIEHTIB®.

Qaiin  [paska

http://ca.uss.gov.ua/public/default.aspx P-aeXx :

& yCC-UE3APIC

Bna  WMsBpanHoe

Cepeuc  Cnpaska
I - > -

JaAEa
NoCTadYanbHHNKa MOCaYr

AEPYABHE NIANPUEMCTBO "YCC" :
LICK YCC - LIE3APIC CeprudicaTm LICK

OnyGnikesaHi
Ceprudikatn

E Pe CH

TECWE-BI‘IHI?I CHCTEMHA
Gaznend Gpovzepa IE

Jansa

NOCTaYanbHUKE NOCAYD w
L CESARIS CSP
Ceprndirarn LICK
OnvybGnixosani | Bxim qns imienTIiE
Ceprudikatn |

E Pecypch

TECTVBaHHA CHCTEMK
Hesnewn bpoysepa IE

Bcranoenenna
CESARIS CS5P

Bxig ana wnieHTie |
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IIpumiTka: MOXIUBI MONEPEHKEHHS CHCTEMHU OE3MeKH y 3B’ S3Ky 3 MEepexo/IoM Ha Oe3redHe
3’ €eTHaHHS a00 3 TUM, 110 CEPTU(IKAT CEPBEPY HE € TOBIPECHUM.

®aiin  Mpasca Bua Vs6pawwoe Cepsuc Crpaska

‘@ Ouwwubka B cepTudmkate besonacHocTu 3Toro Beb-yana.

Ceprudwkat Ge3onacHocTi 3Toro Be6-yana He Bbi BHMAYLLEH A0BEREHHBIM LEHTPOM CepTUhMKaLMM.

Hanuuune owubok B ceptudukaTe BE20NACHOCTH MOXST 02H3UaTh, YTO BAC MBITAKOTCR OBMaHYTE WAK XOTAT
nepexsatMTh MHGOPMAaLMIO, NepeaasaeMyto Ha cepaed.

PekomeHayeTcs 2aKphITh Be6-cTpaHULy U He pafoTaTth € 3TUM Beb-yzaomMm.
@ llenkHyTe 300, UTOBL 3KPLITE BEG-CTPAHULY.

B Npoapn®uTs 0TKPLITUE 3T0MC BAB-YINa (He peKOMEHAYETCR).

@ MoppobHee

«Ommbka B cepTudukaTe 0€30MaCHOCTH 3TOr0 BeO-y3ia» CBIAYUTH MPO Te, IO cepTUdiKaT
BimkpurToro kmoda I[CK, skuii HEoOXimHWE s KOpekTHOI podotn SSL He Oyin0 BCTaHOBJIEHO, abo
BCTaHOBJICHO HEKOpPeKTHO. HeoOxigHo oOpatu «IpomgomkuTh OTKpbITHE 3TOoro Webysma (e
PEKOMEH/IyeTCsI)>» Ta mepeBipuT TepMin aii SSLcepTudikary.

[ToHoBiTH cTOpiHKY (HaTHCHITH KiaBimy F5 kmaBiarypm) Ta ckomiroiite B monst «JIlorin» Ta
«[Taponb» naHi, ki Oy710 OTPUMAHO €JIEKTPOHHOO MOIITOIO.

Hewntp ceprmdiraui xnrouie “YCC-LE3APIC™ [lep:xapHoro manpHeMcTEa ~ Y KPAIHCEE CIISIHANBHI CHCTEMH
Ieanor Iean Ieanosma Jlorin: cl32 ITapons: VdAdKVege™

[TepeBipre, MO0 JOBKKHA MApoJs Oyia piBHO 8 cMMBOJIIB. bajkaHO KOIMIIOBATH JIOTIH Ta MapoJib 3
€JIEKTPOHHOI'O JIUCTa Ta BCTABIATH y BeO-QOpMy, Yy 3B’SI3Ky 3 THM, IO HE 3aBXKJIU JIETKO BiIPI3HUTH
CHMBOJIM CTapTOBOTO Maposi, 1o chopmorani cucremoro (0 cxoxwuii Ha O, 1 cxoxa Ha |).

[Ticiis BBeZIGHHS JIOTiHY Ta CTapTOBOTO MApOJisi HATUCHITH «BXim».

/7 LlenTp Ceprudikawyii - Windows Internet Explorer 8] x|
@i—?} - |g, hittps: //ca. uss.gov.uajca indes.aspx j g ':’ii ® | i :ﬂ;'

@aitn  Mpaska Bua  MsBpamHoe Cepsuc  Crpaska

<7 Msbpariros ‘7.5 £ Peromenayense calitel * £ [lONGIHNTENLHBIE Ha... ~

(& Lienp Ceprindixauil

HAEPYABHE NIAINPMEMCTBO "yCC"
LICK YCC - IE3APIC

NoriH|cl32 MNapons ssssssss Bxig

BukopucraHHa ceptudikartie:

EnekTpoHHHi# undpoauit nignuc (ELIM) Moxe BUKOPUCTOBYBATUCH HIZMUHUMKI | OPUOMUHMMK 0COBaMKM AK 3H3NOM BNECHOPYUHOTO NMINMCY ANA H3A3HHA ENeKTPOHHWUM
AOKyMeHTam mpm,unHoi CHNK, AKa NPUPIBHIDETBCA }’DPM,E(I/IHHM cuni AOKYMEHTIB Ha I'IEV'IEPI- BRNacHOpy4HO I'\-\,C(I'IMCEIHM)( NpasoMoOYHOKD ocobol a Takom CKpiI‘IﬂEHMX NeyYaTKo.

[Ipu mepmomMy BXOAi 70 3JEKTPOHHOIO TEPCOHAIBHOTO KaOiHETy cHcTeMa aBTOMAaTHYHO
3ampoIOHy€ 3MIHUTH CTApTOBUH Mapoib, OTPUMAHUN EJIEKTPOHHOI TOMmTOKW. BaM HeoOxigHO
BEeJIMKMMH JIiITEpaMU BBECTH TaeMHYy (pa3y (ska Oyma BkazaHa Bamu B 3asBi «3asiBa mpo peecTpariiro
OpUANYHOT (4u Hi3HUHOT) 0COOH»),
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TaemHa ¢dpasa, MO BHKOPHCTOBYETHCS /IS 3MIHH TIAPOITEO IO BIACHOTO oGikoBoro 3amicy ceprepa [ICK “YCC-
Ilesapic”

Taemna ¢ppasza: 2IK|C KA BATO|P

CTABHMO MITTAC

[=F;
[=F;

crapuii maposib (OTpUMaHHMW EJNEKTPOHHOIO IOIITOK) Ta JBiYi BBECTM HOBHH Mapoiib, SKUH Oyne
BHUKOPHCTOBYBATHUCS y TOAQIBIIOMY JJISI BXOJY JIO BJIACHOTO EJIEKTPOHHOTO KaliHeTy. MiHiMallbHA
JIOBXHMHA Tapojsi MOBUHHA CTaHOBUTU 8 cumBomiB. Ilicisi BBEACHHS 3a3HAUEHHUX BHIIE MAPOIBHHUX
rapamMeTpiB He0OXiTHO HATUCHYTHU KHOTIKY <«3aMiHUTH.
3amina napons
SKCKABATOPR

3aMIHUTH Cancel

VY pa3i HEKOPEeKTHOro BBEIEHHS OJHOrO 3 MAapOJbHUX MapaMeTpiB cuctema mnpoindopmye Bac
mpo mei ¢axkr, micias yoro Bam HeoOXigHO Oyne BBECTH BIpHI MapaMeTpH, CIUPAIOYHCH Ha IiIKa3KH
CHCTEMH.

IlpumiTka: ¥V pasi, skmo Bu BBenn maposb Ta HEBIPHO BBEJIM HOTO MiATBEP/KCHHSI, CUCTEMA
BUJIACTH MOBiTOMIICHHS «[lOMUIIKa TMiATBEPIKCHHS».

3amiHa napona

SKCKABATOP

SamMiHuTy Cancel

Mommaxa niaTsepascerna

Ipumitka: YV pasi, skuo Bu HeBipHO BBenu TaeMHYy (pasy, CUCTEMa BUIACTb MOBIIOMIICHHS
«Hegipna TaemHa ¢pa3za. CripoOyiTe 1me».

3amiHa naponna

SKCKABATO

SaMiHHTH Cancel

HesipHa Tasmua $paza. Cnpabyire we.
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Ipumitka: ¥ pasi, skiuo Bu HeBipHO BBenM crapuii maposb (CTapTOBH, KU OyJI0 Ha/IiCIaHO
CIIEKTPOHHOIO TOIITOI0), CHCTEMA BHIACTh MOBigoMiIeHHs «[loMuika ayTeHTHIKaIii».
3amiHa naponAa

e
dpaza

e ]
naponb

Mapone ]
MiaTEEpIKEHHA I:I

SAHIHWTH

Meomwnka ayresmndinaui

Ipumitka: Y pasi BTpaT 3a3HayeHoro Bamu maposns, y nopansimomy Bu He 3MoxeTe 3aliTH 10
€JIEKTPOHHOTO TIEPCOHAILHOTO KaliHeTy 3 MeTo0 (OpMYBaHHS 3alUTIB Ha cepTU(IKAII0 BIAKPHUTHX
KIIIOYIB Ta OJEpKaHHS cepTU(]IKaTiB BIAKPUTHX KIIOYiB, SAKIIO IMOTPIOHO Oyae MPOAOBKHUTU Iit0
ceprudikaTy BIIKPUTOTO KITFOYA IMICIs HOro 3aKiHUYEHHS. 3anuiliTh BBegaeHe Bamu 3HaueHHs «Jlorin» Ta
«[Taponp» y cnemianpHy nmam’sTKy (abo iHIIE 3pydHE Ui Bac MicClle), sIKa € B CIIMUCKY JOKYMEHTIB, i
30epiraiTe y HaaliHOMY MICIIl TIPOTATOM yci€i Mii TOTOBIpHUX BiHOCHH 3 Jlep)KaBHUM MiAIIPHEMCTBOM
«YKpaiHCBKI clieliaabHi CHCTEMU.

VY pasi ycmimHOTro BXOAY J0 €JIeKTPOHHOTO MEPCOHAIIBHOTO KaOiHETy BiOOpa3UThCS CTOpPIHKA 3
npusitanHs «Bitaemo! Skmo Bu Brepie...».

YCC-UESAPIC

Bimaemo !
IncTpyruii
3aBaHTAMEHHA
3amiHa napons Arwyo Bu Bneplie kopHcTyeTace nocnyrami Lientpy ceptudikauii. Gyas-nacka iiTe HacTyNHE
1. Oaswaii + 3 "3aneow MocTauansxnka kpuntorpadiuknx nocnyr” LlewTpy ceptudikayil

2. BneBHITECA B TOMY. L0 HA LsMY KOMM KTERI BCTAHOBNESHO npoBaiigep kpuntorpadiusnx nocnyr CESARIS Crypto Provider @
MepernAHyTH Nepenik BCTAHOBNSHUX KPHNTONPOBANAEPIE MOKHA H3 CTODIHL TECTYBAHHA KPUNTODYHKWN. AKWO HaaBaHUi KPUNTONPOBANAER BIACYTHIA. BigNOBIAHNA
IHCTANALHWIA NaKeT 3aBaTamyeTbCA 3i CTOpiHKM JasaHtawensa CESARIS Crypto Provider @ He aafysaiite nepiofuuHo NEPERIpATH HAABHICTE NOHOBNEHE

3. Tepes opepxaHHAmM cepTudikata GakaHo 3a8aHTaXNTH NAHLKIXOK CepTHikaTie i Uentpie Ceprudikauii Ta BiAN0BIAHO BCTAHOBUTI TX HA Lgil komn'oTep

Cnucok Bigknukannx Cepmikarie (CRL) BaxnuBo 3asataxyBari. AKLL0 Bu BUKOPHCTOBYETE 2aXULLEHY ENEKTPORHY nowwTy aboe aacobn enektporroro nignucy. BigcyThicTs
CRL Ha kommoTepi abo oMo HedOCTYNHICTE B IHTEPHET MOXE CIRUYIHNTH HenepedBavery eiamosy B poBoTi nporpam aaxncty.

JeTaneHi iHCTPYKLT 3 HACTROKEAHHA Ta I KpunTorpad prudikarie Haee eHo B poagini lonomora

YcniwHoi poGotn!

dopmyBaHHS 3aNUTY Ha cepTUdikaliio Ta oaep:kaHHsA cepTudikaTiB
Ha Tiit sxe cropiniti 06epith «YCC-ITE3APIC» — «JICTY IIb» Ta mepeiaite 3a MOCHIAHHSAM
«OnepxaHHs cepTUudiKaTa».

V> Emiccin cepTudikatis - Windows Internet Explorer

- ) @[] ntips: ez uss.gov.uarc
=) [€] httos: //c2 uss.gov.ua

Gafin Mpaska Ban  VsGpamsoe Cepenc  Crpaska

S Wparoe |55 £ e v £ -

(& Evicai cepTudikaTie

OEP)KABHE NIANPHEMCTBO "YCC"
LICK YCC - LLESAPIC

KopucTysauy [EaH0s [E3H [8aH0BNY Buxia

B YCC-UE3APIC

i I
pT— Bitaemo !
@ [ocT
= OcTY ns fiKwo Br Briepwe KopucTyeTeck nocnyrami LenTpy cepTndikaui, Gyan-nacka BukoHaliTe HacTynHe:
Opepsannn = y s "
Cpaiisit, 1. OsHaMoMTecs 3 "Jansoio MoCTaYansHIKa kpunTorpadidHux nocnyr” LieHTpy ceptudikaii
2. BNeBHITHCA B TOMV, WO H3 LibMY KOMM'KOTEpi BCTaHOBNEHD Nposaiiaep kpunTorpadivyamx nocnyr CESARIS Crypto Provider ©.
o a6 E rrannanmmt wpunTor fiepis MOXHa Ha CTODIHLI TECTYBaHHS KDANTOMYHKLIA. AKILO HAZBaHWI KPUITONPOBAANep
D NALIAHUIA NaKeT 23BATAXKYETHCA 3i CTOPIHKM 23B3HTaKeHHA CESARIS Crypto Provider ©". He 3a6yeaitTe nepiogMuHo
P e g s————
e 3. Mepea opepxkaHHAM cepTudikaTa GaxaHo 33aBAHTANXMTI NaHUKKOK cepTudikaTie aosipeHnx LleHTpie CepTrdikauii T3 BianNosiaHo BCTaHOBMTH IX Ha
& [OCTY OHB Uef koMn'ioTep.
@ Ceprudiramn
Hedbpataci Crvcok Bigiwikannx CepTrdikatis (CRL) BaIMB0 33BaTaxyBaTyi, SKIO0 Bl BUKOPYCTOBYETE 3axVlyeHy eneKTpoHHY nowTy abo sacobu
Heobpobneni =
St €M1EKTPOHHOTO MiANMCyY . BinCyTHICTL CRL Ha KoMmoTepi a6 AOre HEAOCTYMHICTL B IHTEPHET MOXE CPUUHHUTY HenepeaGadeHy BiaMosy B poBoTi
B IncTpyiuil MporpaM 3axucry.

Sasantamenns

Samina napons LleTanbHi iHCTPYKUT 3 HACTPOIOBAHHS Ta BAKOPUCTaHHS KpUMTOrpadiuHix CepTUdikaTis HagedeHo & posaini fonovora
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Ipumirka: Skmo Takoro mMOCHIAHHS HeMae, HEOOXiAHO 3BEpHYTHCS 3a TeneoHOM 0
Jlep>kaBHOTO TiANPHEMCTBA «YKpPATHCHKI CHEIiaibHI CUCTEMU» a00 BIAMPABUTH EJICKTPOHHE IOIITOBE
MOBITOMJICHHSI 3a ajpecoro CSK@USS.gov.uakasasiu iHGopMaIliro mpo ocody, mis koi GopMyeThes
ceptudikar, Ta IPUMITKY «3a07I0KOBAHO MIA0JIOH cepTUdIKaTy».

VY ¢opwmi, sika BiAKpuiacs, HEOOXiTHO HepeBipuTH, MO0 y mo3umlii «Email» 0yB 3a3nadeHwuit
JOCTOBipHUIT afpec Baimoi exekTpoHHOI MOINTOBOI CKpUHBKH. SIKIO B mosuilii «Email» sHaxoaurscs
1HIIIa ajipeca, TO MOTPIOHO 0OpaTH 31 CIUCKY aapecy Baioi enekTpoHHOT MOITOBOI CKPUHBKH.

/2 Opepwanns ceprudikara - Windows Internet Explorer o [=[ B3|
)= IE, hittps: //ca.uss.gov.ua/ca/onlinecertify aspxrm=08root=3 j‘ 5 ‘;‘ﬂ ‘)(.| I' Bing el E-‘

. VisfipanHoe. | 25 [=) Pekomennyenbie yans ~ B | Konneliis eb-diparie... =

e - [ 0+ Cipawmm~ BesomacHocTb - Cepc~. (gh~ =

@ OnepwaHHa cepTudikaTa

AEPYABHE MIINPUEMCTBO "YCC"
LICK YCC - LIE3APIC

Kopucrysau IeaHos [Ban Isanoswd Buxia

E YCC-LIESAPIC
& Incroveuii Opepxanun cepTudikata
i o WabnoH [Fianue (acTY N6) 3
3amina napona Hassa wabnoHa Mignve (ACTY NB)
KpunTonpoeaiaep |CESARIS DSTU 4145-2002(PB) and RSA Cryplographic Provider j
flominna onioua |7 163 Cl167(C 173|C 179 T 191 |C 233[C 257 ©307(C (367 Claz1
Email [csk@uss gov ua =] =
Apysere iM'A | |
My6nicauis ceptudikarta |E}_uxum Bu gaere 2rogy Ha nyonikauio Uboro cepTugikarta B Aapechii Knnsi - BiaMiTeTe Le
MyGnikauia kogy E0PNOY E‘Hx_u_[o Bu aaete Frody Ha myGaikauin Bawero saacHora €4PNOY - BigMiTETE Ue
BaKOHAHHA 331 ll
[T [Gi Mectras nimpacers | Sauucnrsti poxr: s, [ [Rmom -

BcranoBuTH HaTUCKAaHHSM JIIBOI KHOTIKMA MUIII NITAMIKY y mo3umii «dlyoOmikaris cepTudikata».

||_|Y5J'Iil(aL|,iﬂ cepTudikaTa m_qo Bu gaete zrogy Ha nyGnikadin yeoro cepTugikata 8 AQpecHiii KHHZi - BlgMiTeTe Uye |

IIpumitka: VY pa3si, skmo Bu 6axaere onybmikyBatu Bam ceprudikar, sikuit 6yae chopMoBaHo,
Ha 3aranbHo0oCcTynHOMY IHTepHeT-pecypci LlenTpy ceprudikanii kitodiB, onmyOaiKoBaHUN cepTH(IKAT
Oyne AoCTynmHUM IHIUM [HTEepHET KopucTyBayaMm.
\

YCC-LE3APIC

Opepxanua cepTudikara
IncTpyruii Aep pTIep

I WaGnok [Migauc (acTy 116)
3auina napona Hazaga wafinoxa Mianuc (ACTY MB)

Kpuntonpoeaigep ‘CESARIS DSTU 4145-2002(PB) and RSA Cryptographic Provider v|
Nomwma kniaua (® 63 67 [T 173 [Chre T her|C 233 [ st [ Claor | © e | © a3
Email {bt_BaLu Ernail
dpyxHe iMA "ﬂpiEEMLLlE Ira's Flu-ﬁaﬂzkhv\ \
MyGnikayin cepmdikata xu(o Bu daeme 3e00y Ha nyﬁn?x‘awfo ysozo cepmucbikame & Adpecwil Kuusi - eidmimeme ue
MyGnikauin kogy EAPNOY xu(o Bu daeme seody #a mybmixauio Bawoceo enacroeo S4PIIOY - sidmimeme ue

[ Buxonannasan ]

V BikHi «Coo01ieHue ¢ BeO-CTpaHUIIbI» HEOOX1THO HATUCHYTH KHOMIKY «OK».
X

e

o
@ lozsonuTi nybnikauiio wsoro cepTudikaTa B AopecHii khusi ?
L = 4

QK I OTmeHa |

Mop. Ne 3miHu | [lidnuc eidnoe. ocobu | [ama eHeceHHs1
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

[Mons «JlpyxHe iM's» MOBUTBHI Ui 3alOBHEHHsS, TOOTO Bu Mokere iX 3aloBHIOBATH
iH(opmarlliero Ha BIACHUN PoO3Cya a00 3aJUINUTH HE3alIOBHEHHMH, TICISI YOT0 HEOOX1THO HATHCHYTH
KHOIIKY «BHUKOHaHHS 3aIIUTY>.

IlpumiTtka: 3a Bammm OaxanHsm Bu Moxere 30UIBIIUTH TOBXUHY KiI04a. 30UIBIICHHS
JOBXHHM KJTIOYa MiJBUILY€E KpUnTorpadiyHy CTIHKICTh, ajie, B CBOIO 4Yepry, BUMarae Ouiblie pecypciB
LEHTPATBHOTO MPOoIIecopa JIsi OOYUCICHHS KpUnTorpadiyHux NEPEeTBOPEHb.

VY BikHI «TOKeH: ...» BBEAITb 3HAYEHHS MApOJIO, SKUHA BUKOPUCTOBYBABCS MpPU CTBOPEHHI
(halisIoBOTO TOKEHY, Ta HATUCHITH «OK».

r by
Towken: Ieaqos Iean [saHoemy

Beegite PIN

|
oK | Cancel |

b

IIpumiTka: Y pasi HEBIPHOTO BBEJEHHS MApOJIIO BifJ (aliJIOBOTO TOKEHY, CHCTeMa HaJacTh Bam
11e oJiHy cnpoOy. Y pasi, KO0 KUTBKICTh crpo0 Oyzie BUUEpIaHo, 3’ SsBUTHCS HACTYITHE MOBIIOMIICHHS:

CooBLeHne © Beh-cTpaHKUE @

Maramnka @ 080100068 - SCARD W MRONG_CHY
! . KapTka He AOCTYNHA, 0CKINEKKM 3a8aH0 HegipHMA PIN,

Ipumitka: Jlns ycyHeHHs 3a3Ha4eHOi MpoOJieMH HEOOXITHO OHOBHTH CTOPIHKY, TOBTOPHO
3aIOBHUTH IA0JIOH, HATUCHYTU KHOMKY «BUKOHAHHS 3amUTy» Ta BIPHO BBECTH 3HAYCHHS MapOJs Bij
(bailoBOro TOKEHY, 3BEpTalOYM yBary Ha MOBHY pO3KIAQJKy KIaBiaTypH Ta Ha Te, BKJIIOUCHHH YU
Bukimouenuii Caps Lock.

Ipumitka: MokarBa MOMUJIKA PO HEMOXKIIUBICTH JOCTYIY A0 (haiiaoBoro TokeHy (IOTpiOHO
3aKpuTH Opay3ep Ta BIAKPUTU HOTo 3HOBY — SIKIIO (DailIoBUIl TOKEH OYJIO CTBOPEHO IMiCis OCTAaHHBOTO
3aITyCKy MpOorpaMu, To Opay3ep He TOTOBHI 10 HOTrO0 BUKOPHUCTAHHS).

VY pasi ycrmimHoro BBeIeHHS Napoiio BiJ (aillIoBOro TOKeHy 3’ IBUThCA 1H(OpMAIis PO yCHilIHe
BCTaHOBJICHHS/OTPUMAaHHS CepTU(IKATIB.

H YCC-LESAPIC

H  IHCTpYEWI

Migrnuc (OCTY NE) Nepernag ceprudikara

H 3aBaHTaMEHHA ' :
3amina napons

CeptudpikaTh ycniwHo BCcTaHOBNEH]

INEPEBIPKA HASABHOCTI KJIIOYIB TA CEPTU®IKATIB

[Mpoiimite mo naHmiokky <«lIyck» — «Bce mnporpammer» — «AMB Software» —
«Kpunronpogaitnep» — «Menemkep PKCS#11».

— .
AMB Software -
& Menemxep PKCS#11
Kpuntonposaiigep l

Hazag

| Hadmu npozpamiis: U gaiias § ol [
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

[MonBiiiHMM HaTHCKaHHSAM JiBOI KHoNkW Mmumii Binkpuiite “Cryptoki”, obepite cBiil daiinoBuii
TOKEH, BUALTITH “SeSSioN...” HaTHCHITH MpaBy KHOMKY MHIIi Ta 00epith “Login (Bxix 3 maposem)”

3 Menepxep PKCSE11 =B ﬁ

®ain  Bug

Close session (3akpuTn cecito)

Login (Bxig 3 naponem)

Logout (Buxiag)

Init user PIN (BcTaHoenTi HauaneHWil Napons)

Set PIN (3MiHnTi napons)
Objects (06" exTn) 3

Get session info

ll ¥ TinbkM aKTHEHI

VY BikHI «Tun kopuctyBaua» o00epiTh «KopHCTyBau» LUISIXOM BCTAaHOBJICHHS BiANOBIIHOT
MMO3HAYKH Ta HATUCHITH KHONIKY «OK>, miciist 40T0 BBEMITh CBiM BIACHUI Mapoiib Bij (paillIoBOro TOKEHY.

F T N
Twin KopwCcTysada L&J

-
Token: IeaHos IsaH [sanoemy

{* KopMCTYBaY

" agMiHicTpaToR Beegime FIN

||
x Cancel I CK I Cancel ]

Haruchith Ha «Session [1]»

ﬁ;!- Menegwep obbextos PKCSELL

dain  Bun

=101 x|

HEw |

&3 [01] Software slot

i.|ii |paHoB leaH leaHoBMY

22 Mecharisms

3 on [1] - B - Lzer Logged
1852229 -b4 35-46ca-acf 7-27fb5ocb 7 B00-keyws-305-cert [5004)
@ 18522209e-b4 35-46ca-ach?-27b5ocB 7E00-keps-805-pri [2]
e 185222%-bd 35460 3 ack - 2750 cE TE00-keyx-805-pub [5002)

|7 TOABKD JKTHEHEBIE

Ceprudikar Biakpuroro kiaroua EIIT ado mudpysanns (K3I).
O 3akputnii (ocobuctwmit) ko EIIT abo mmmdpysanns (K31).
O~ Bigkpuruii kmou ELIIT a6o um¢pysanns (K3I).

Skmo y ¢aiimoBoMy CXOBHII HasABHI 3aKPHUTI 1 BIAMOBIAHI iM BIIKPUTI KIIIOUYl Ta CepTUdIKATH
BIJKPUTUX KIIOUiB, TO 1€ CBIAYUTH MPO TE, IO YCe BCTAHOBIEHO BIpHO 1 BW MaeTe MOXIUBICTH
3MIMCHIOBATH €JIEKTPOHHI TPABOYMHHM MIJITXOM HAKJIaJIaHHSI €JIEKTPOHHOTO ITU(POBOTO MiAMHCY.
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THCTPVYKIIIS 3 HAJTAIUTYBAHHS CUCTEMU, TEHEPALII KJTIOUIB TA ®OPMYBAHHS CEPTU®IKATIB BIIKPUTHUX KJTIOUIB. BEPCISA 1

IIpumitka: Ha xoxHUI cepTHdiKaT BIIKPUTOro KI0O4a HAassBHA CBOS KJIIOYOBA mapa. MOKIUBUI
BHHATOK. y pasi, SIKIIO MM 4ac MPOXO/KEHHS YCIX 3a3HAUYCHHMX BHINE €TalliB BUHUKAIW MOMUJIKH, TO
KUIBKICTh OCOOMCTHX KJIIOYIB Ta BIAMOBIAHMX IM BIAKPUTUX KIIOUIB Oynae OinbIna 3a KUTbKICTh
ceprudikaris. [lepeBuIieHHs KUTBKOCTI HISKMM YHHOM HE BIUTUBA€E Ha POOOTY CHCTEMH.

CTBOPEHHSI PE3EPBHOI KOIII

VY pasi Brpatu ¢aitnoBoro Tokeny (daiin: tokenl.dat)Bu BTpaTHTe MOXKIHMBICTH 3IIHCHIOBATH
CIIEKTPOHHI MPAaBOYMHU Ta HAKIaAaTH EJICKTPOHHUH 1udpoBuil miamuc (MAMACYBAaTH EIEKTPOHHI
JIOKyMeHTH). 3a 30epiraHHsi Ta BuUKopucTaHHs (aitmoBoro tokeny (cdaitn: tokenl.dat) Bu necere
MEPCOHAJIBHY BIAMOBIAAIBHICTE. Y pa3l BTpaTH 3 THUX YM IHIIUX NPUYUH (HalIoBOrO TOKEHY 3
ocobuctumu Kimoyamu Ta ceptudikaramu (daitn: tokenl.dat)/IepxaBHe mianmpuemMcTBO «YKpaiHCHKI
crieriajgbHI CHCTEMH» HE Hece HISKOI BiMOBIATHHOCTI Ta HE B 3M031 BIIHOBUTH 3a3HAYCHUH (haiis1, TOMY
PEKOMEHIOBAHO CTBOPUTHU PE3EPBHY KOMIIO.

Jlnst CTBOpeHHST pe3epBHOI Komii HeoOXiaHo (aitmosuii TokeH (daiia: tokenl.datkkomiroBatu Ha
na3epHuil HoCii abo ¢ureniky Ta 30epiratu B ceidi abo B iHIIOMY HaIilfHOMY MiCIIi.

IMop. Ne 3miHu Midonuc eidnoe. ocobu | [ama eHeceHHs
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